Intelligent Personal Assistants Solutions in Ubiquitous Environments in the Context of Internet of Things by Santos, João Filipe Lopes dos
 
UNIVERSIDADE DA BEIRA INTERIOR 
Faculdade de Engenharia 
Departamento de Informática 
 
 
Intelligent Personal Assistants 
Solutions in Ubiquitous 
Environments in the Context 
of Internet of Things 
 
João Filipe Lopes dos Santos 
 
Submitted to the University of Beira Interior in candidature for the 
Degree of Master of Science in Informatics Engineering 
 
Supervised by Prof. Dr. Joel José Puga Coelho Rodrigues 
 
Department of Informatics 




















This work has been partially supported by TIMWE Investigação e 
Desenvolvimento, through the AMBRO project, co-funded by 
COMPETE/QREN/EU, in the context of the Portuguese Sistema de Incentivos 
à I&DT (project code: 33779), by Instituto de Telecomunicações, Next 
Generation Networks and Applications Group (NetGNA), Covilhã Delegation, 
by National Funding from the FCT - Fundação para a Ciência e a Tecnologia 













This dissertation marks the end of another stage of my academic 
career, concluding this way my Masters Degree. The support of every 
person that contributed, directly or indirectly, to my work throughout the 
last year was very important to achieve this goal. I am most grateful to 
every one of them.  
 I would like to start to thank to my family, especially to my parents, 
José and Maria, and my sister Catarina. Only their devotion and hard work 
made my success in academic life possible, and it is something that I will 
never forget in my entire life. After all, I am what I am today thanks to 
them. 
 I express my gratitude to my supervisor, Prof. Dr. Joel José Puga 
Coelho Rodrigues, for supervising me throughout my dissertation, and 
suggesting me to work on such a challenging and interesting project. I also 
have to thank him for giving me the chance to join the Next Generation 
Networks and Applications Research Group (NetGNA). Inside the NetGNA, I 
have to give a special thanks to Bruno Silva, who helped me along my work 
on this dissertation. 
 I am also very grateful to TIMWE I&D for giving me the opportunity to 
work with them on their project. It was a very enriching experience for me, 
giving me more expertise and knowledge to my future work. It is with 
pleasure that I would like to thank all the people that I worked with on the 
TIMWE Lab, especially to João Casal, since they helped me a lot to achieve 
my goals on this project.  
 Finally, I would like to express my gratitude to all my great friends 















Internet of Things (IoT) will create the opportunity to develop new 
types of businesses. Every tangible object, biologic or not, will be 
identified by a unique address, creating a common network composed by 
billions of devices. Those devices will have different requirements, creating 
the necessity of finding new mechanisms to satisfy the needs of all the 
entities within the network. This is one of the main problems that all the 
scientific community should address in order to make Internet of Things the 
Future Internet. 
Currently, IoT is used in a lot of projects involving Wireless Sensor 
Networks (WSNs). Sensors are generally cheap and small devices able to 
generate useful information from physical indicators.  They can be used on 
smart home scenarios, or even on healthcare environments, turning sensors 
into useful devices to accomplish the goals of many use case scenarios. 
Sensors and other devices with some reasoning capabilities, like smart 
objects, can be used to create smart environments. The interaction 
between the objects in those scenarios and humans can be eased by the 
inclusion of Intelligent Personal Assistants (IPAs). Currently, IPAs have good 
reasoning capabilities, improving the assistance they give to their owners. 
Artificial intelligence (AI), new learning mechanisms, and the evolution 
assisted in speech technology also contributed to this improvement. The 
integration of IPAs in IoT scenarios can become a case of great success. 
IPAs will comprehend the behavior of their owners not only through direct 
interactions, but also by the interactions they have with other objects in 





where humans act as passive elements, being adequately informed of all 
the aspects of interest that surrounds them. 
The communication between IPAs and other objects in their 
surrounding environment may use gateways for traffic forwarding. On 
ubiquitous environments devices can be mobile or static. For example, in 
smart home scenarios, objects are generally static, being always on the 
same position. In mobile health scenarios, objects can move from one place 
to another. To turn IPAs useful on all types of environments, static and 
mobile gateways should be developed. On this dissertation, a novel mobile 
gateway solution for an IPA platform inserted on an IoT context is 
proposed. A mobile health scenario was chosen. Then, a Body Sensor 
Network (BSN) is always monitoring a person, giving the real time feedback 
of his/her health status to another person responsible by him (designated 
caretaker). On this scenario, a mobile gateway is needed to forward the 
traffic between the BSN and the IPA of the caretaker. Therefore, the IPA is 
able to give warnings about the health status of the person under 
monitoring, in real time. The proposed system is evaluated, demonstrated, 
and validated through a prototype, where the more important aspects for 
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The first chapter presents an overview of the most important concepts 
for this dissertation, including its main focus, objectives, contributions for 




The importance of technology in human life increased along the last 
decades. Many processes in different business areas were automated 
through the use of technological solutions. The world has been transformed 
in a symbiotic environment between humans and machinery. 
One of the most important achievements in the technological world 
was the creation of the Internet. It all began in the 1960s, when Leonard 
Kleinrock published the first paper on packet switching theory [1]. His 
queuing theory demonstrated the theoretical efficiency of the packet 
switching communication, serving as a basis for the creation of the 
ARPANET – Advanced Research Projects Agency Network [2]. The ARPANET, 
first tested in 1969 when two computer nodes established a 
communication, was initially used for military and research purposes only, 
and can be seen as the precursor of the actual Internet. 
The evolution of the Internet to become the global communications 
network that is known today has been occurring over the years with the 
development of new paradigms and technologies, such as the Transmission 





standardized in 1983, and is the computer networking model used 
nowadays in the Internet.  
The importance of the Internet to the human society, in general, 
started to be fully noticed in the 1990s with the creation and 
commercialization of the World Wide Web (WWW). It has revolutionized 
communications and social networking, allowing new forms of business, like 
the e-commerce, new forms of communication, like the e-mail or Voice 
over Internet Protocol (VoIP) calls, and new forms of accessing information, 
like blogs, newspaper sites, and Internet search engines like Google. The 
creation of new services was enabled, being accomplished through the use 
of Internet enabled devices. Those devices treat big data sets of 
information at a much faster pace when compared with the speed at the 
humans can do it. That is one of the reasons that make the creation of 
ubiquitous communication scenarios an advantageous topic for the human 
society [3]. 
The creation of ubiquitous communication scenarios can be enabled 
by the Internet of Things (IoT) technology. The IoT defines that almost 
every object in the surrounding environment can have an IP address, being 
in this way identifiable, addressable, and consequently connected to the 
Internet [4][5]. 
With the creation of IoT networks, the amount of data generated 
increases in an extraordinary way, with the number of devices generating 
traffic being bigger than before. This data can enable the creation of new 
types of services and applications that can be used to fulfill many of human 
life requirements. IoT can create a big impact in the business by 
automating some processes and improving the control of many environment 
variables easing the decision making process on businesses [6]. 
There already exist some solutions that use IoT scenarios. One 
example is the creation of smart home environments, like the one shown in 
[7]. It demonstrates that is possible to integrate Web Services, cloud 
computing and the IoT to create scenarios on which smart objects can 





that IoT technology enables is the smart city vision. A smart city is an urban 
infrastructure able to interact, in real time, with its surrounding 
environment in an autonomous and insightful manner. Using low-power 
sensors, wireless networks, Web and mobile-based applications, smart 
cities aim to use better the public resources, offering greater services to 
citizens at lower operational costs. One example is the “Padova Smart 
City” project presented on [8] ,where some indicators about the 
environment are measured and controlled.  
IoT can have a great impact on healthcare. As presented in [9] and 
[10], the use of biomedical sensors in IP networks can help doctors 
monitoring their patients. Making use of some specific technologies 
designed for constrained devices, ubiquitous healthcare systems can be 
deployed. On those systems, vital signals from patients are sensed by 
biomedical sensors inside a wireless sensor network (WSN). These types of 
deployments can improve the doctors’ work, by enabling the remote access 
to the medical records of the patients through mobile devices (like PDAs).   
The Manufacturing business can also benefit from the use of IoT 
technology. For example, in [11] and [12], remote manufacturing 
monitoring systems are described. These systems can gather information 
about industrial machines, helping to manage and control the business. The 
collection of data from industrial equipments can be done by combining the 
use of sensors (temperature, humidity, vibration, pressure, among others) 
with radio frequency identification (RFID) technology, ZigBee, WiFi and 
Ethernet networks.  
The technologic evolution not only allowed the evolution of networks. 
New types of devices also appeared. One example is the creation of 
Intelligent Personal Assistants (IPAs). IPAs are mobile, autonomous, 
software agents capable of performing tasks or services on behalf of 
humans [13].  
An IPA is a multitasking machine where a simple user command may 





and knowing its context, an IPA can give an autonomous response to a user 
request, enhancing its capability to learn from repetitive actions.  
A way to improve the learning mechanism of IPAs would be the 
integration of information generated from the surrounding environment, 
like temperature, humidity, luminosity, among others. These external 
indicators could be measured with sensors that, in some way, would 
transmit the gathered values to an IPA. Those values can be treated later 
by IPAs to trigger services able to assist humans in their daily lives. All this 
process can be seen as the natural interaction between people, 
environment and machines, creating a scenario of ubiquitous computing. 
IPAs can be used for different purposes. Smart home, healthcare, and 
other business areas can benefit from the use of IPA devices. In the 
healthcare field, intelligent health monitoring systems can be deployed by   
enabling the connection between Body Sensor Networks (BSNs) and IPAs. A 
caretaker (being a physician, a familiar, or a friend), can be informed 
about the condition of a person under monitoring in real time by receiving 
notifications from his IPA. This is due to the ability that IPAs have to 
understand if the information coming from the sensors inside the BSN is 
normal or not (usual heart rate, blood pressure, among others). The 
integration of IPAs in IoT scenarios can accelerate the creation of 
intelligent and autonomous systems.  
 
 
1.2. Problem Definition 
 
Billions of devices can exist on ubiquitous communication scenarios. 
Those devices generate a great amount of traffic that can have any 
destination. The traffic can be directly forwarded if the recipient device is 
on the same network of the emitter. If the recipient is on another network, 
a gateway device is needed to forward the traffic.  
The uncertainty about the type of environments where the devices 





means the device is on a confined position, being always reachable by the 
gateway. On such scenarios static gateways can be used. On scenarios 
where devices are constantly moving, like mobile health environments, 
static gateways cannot be used.  Therefore, the gateway should be 
performed by a mobile device. 
The utilization of IPAs on ubiquitous communication scenarios inherits 
the traffic forwarding problem already explained. On mobile environments, 
smartphones can be used as mobile gateways. But it is necessary to verify 
whether devices like smartphones are completely able to play the mobile 
gateway task, since new smart power consumption mechanisms and other 
relevant performance evaluation strategies may need to be deployed. With 
all these addressed questions, IPAs can be used to remotely monitoring 
health status of persons on a society which is getting increasingly older 
[14]. This is just one of the possible solutions where the integration of IPAs 





The main objective of this dissertation is the presentation of a novel 
mobile gateway solution for an IPA platform inserted on ubiquitous 
environments on an IoT context.  
The IPA platform created, called AMBRO, is an infrastructure able to 
insert an IPA on ubiquitous communication scenarios. The AMBRO personal 
assistant is supposed to be a powerful tool for its users, giving advices and 
assisting them in many of their daily life tasks. 
The AMBRO mobile gateway application was developed with the 
objective of allowing an AMBRO owner to use it as a health status-
monitoring tool. To do that, the AMBRO mobile gateway application 
includes three monitoring services, each one controlling one sensor on a 
BSN. This BSN is based on a global positioning system (GPS) sensor, a heart 





gyroscope to detect a possible fall of its user. The AMBRO mobile gateway 
application, installed on an Android smartphone, is able to forward the 
traffic generated on the BSN to the AMBRO cloud, and vice-versa. This 
application allows a person to be monitored anytime and anywhere, 
allowing another person (usually designated by caretaker) on another place 
to receive the information relative to each monitoring service on its IPA.  
To accomplish the main objective, the following intermediate 
objectives were identified: 
 Study of the state-of-the-art about the IoT, IPAs, and the solutions 
combining IPAs and the IoT; 
 Identification of the technologies that can enable the insertion of 
IPAs on ubiquitous communication environments;   
 Definition of the requirements necessary to deploy a IPA; 
 Analysis of the system requirements necessary to create a mobile 
gateway solution for an IPA platform; 
 Proposal and deployment of a novel mobile gateway solution for 
an IPA platform on an IoT context, including a mobile application 
for the Android operating system (OS); 
 Insertion of the mobile gateway on a mobile health scenario 
comprised by heterogeneous devices; 
 Generate useful information for the IPA through the data gathered 
from the BSN; 
 System demonstration, performance evaluation, and validation by 
experimenting the whole system, comprising the AMBRO platform, 
the AMBRO mobile gateway and the BSN, using multiple devices. 
 
This research expects to produce the desired application, providing a 
novel engineering solution capable of disseminating significant knowledge 







1.4. Main Contributions 
 
This section presents the scientific contributions of this dissertation to 
the state-of-the-art involving IPAs inserted on IoT contexts. 
The first contribution involves a novel mobile gateway solution for 
ubiquitous mobile health scenarios, in which information gathered from a 
BSN is used by an IPA belonging to a caretaker. This solution is presented in 
a paper entitled “Internet of Things Mobile Gateway Services for Intelligent 
Personal Assistants” submitted to the IEEE HEALTHCOM 2015, Boston, MA, 
USA, October 2015. 
The second contribution of this dissertation is a survey about the state 
of the art of IPAs solutions based on IoT networks. A paper with this 
contribution entitled “Intelligent Personal Assistants based on Internet of 
Things Approaches” was submitted to the IEEE Systems Journal by August 
28th, 2015, and it is under review.   
The third contribution is a paper entitled “A IoT-based Mobile 
Gateway for Intelligent Personal Assistants on Mobile Health 
Environments”, which presents a detailed explanation of the mobile 
gateway system for ubiquitous mobile health scenarios developed for this 
dissertation. It was submitted to the Journal of Biomedical Informatics in 
October 2015, and it is under review.  
 
 
1.5. Dissertation Structure 
 
This dissertation is organized in eight chapters as presented below. 
Chapter 1 – Introduction: it starts to present the main focus of this 





under study, defines the main objectives, and presents the main 
contributions and the structure of the dissertation. 
 
Chapter 2 - Related Work: it addresses the state-of-the-art, 
approaching the literature on IoT network protocols and technologies, IPAs, 
and lastly IPAs inserted on ubiquitous communication scenarios. 
 
Chapter 3 – AMBRO System: it presents the IPA platform where the 
mobile gateway solution (developed for this project and demonstrated on 
this dissertation) is inserted. An overview of the system is presented, along 
with the specification of each architecture layer of the AMBRO platform. 
There are also specified the components of the architecture. 
 
Chapter 4 – Requirement Analysis: it presents the requirement 
analysis to obtain all the mobile gateway system necessities, UML diagrams 
(behavioral, interaction and structural diagrams) and used technologies.  
Chapter 5 – Devices and Technologies Used on the Prototype: it 
indicates all the devices used on the prototype as well as their associated 
technologies. The specifications of the equipments are also enumerated, 
including some photographs to show them. 
Chapter 6 – AMBRO Mobile Gateway Application: it presents the 
developed mobile application, presenting the architecture of the AMBRO 
mobile gateway and the graphical user interface of the application. There 
are also demonstrated the functionalities of each AMBRO mobile gateway 
service. To finalize, it is explained how the caretaker can remotely control 
the services existent on the application. 
Chapter 7 – Performance Evaluation, Validation, and Results 
Analysis: it presents the results returned by the performance evaluation of 





consumption strategies for the devices used on the prototype, and different 
metrics to verify the accuracy of each AMBRO mobile gateway monitoring 
service. It is also indicated the importance of communication between the 
mobile gateway and other objects has for the development of an IoT 
environment. 
Chapter 8 – Conclusion and Future Work: it summarizes all the work 
performed on this dissertation, presenting conclusions, challenges and 
possible work that can be realized in the future to improve the proposed 











2. Related Work 
Internet of Things (IoT) is a term that appeared with several 
definitions, but it is essentially based on an extremely huge network 
constituted by millions, or billions, of devices that can communicate 
between them. Several efforts are being made by the scientific community 
to extend the IoT technology over the world.  
Intelligent Personal Assistants (IPAs) are ICT solutions with the ability 
to help users on their daily activities. The knowledge these devices present 
about the behavior of their users is very important to improve the 
assistance they can give. A possible integration of IPAs on IoT environments 
can improve even more the knowledge of these devices by expanding their 
knowledge database. 
This chapter presents some of the contributions that were already 
made by other authors about IoT and IPAs integration, presenting some 
solutions where those two paradigms are combined.  
 
 
2.1. The Internet of Things 
 
The Internet of Things is seen as one of the potential enablers for 
ubiquitous communication scenarios [15][16]. It is seen as the Future 
Internet, where all devices, being mobile or static, battery supplied or not, 
can communicate within a global network [17]. Even further, the 
communication is not only made directly between devices, but also 





technologic aspects that already exist nowadays can be availed, while 
others need to be created or improved. This section presents the 
technologies and the protocols that can enable the creation of IoT 
networks. 
The IoT network can be formed by thousands or millions of 
heterogeneous devices leading to the use of different protocols and 
technologies. At this point, neither a standard architecture nor a standard 
protocol were defined for the IoT [20][21]. Regarding the system 
architecture, it is considered an initial architecture basing itself on simple 
contextual aspects. The conceptual architecture is composed by three 
layers: the perception layer, network layer and application layer, as 
depicted in Figure 1. The perception layer considers the identification, 
acquirement, and collection of information by sensing the physical 
properties of objects using sensors, RFID tags, 1D and 2D bar codes, 
actuators, and other devices. The main purpose of the network layer is to 
transmit and process information. The convergence between IoT and 
industrial technologies occurs in the application layer, enabling real-time 
applications for different types of industries. The work presented in  [22] 
and [23] highlight this three layered IoT architecture as the initial 
architecture for the development of IoT projects.   
 
Fig. 1 - IoT conceptual architecture. 
 
In this three-layer IoT architecture, security, reliability, and 





some other, more robust proprietary architectures. Examples include the 
ISA-100[24], WirelessHART[25], ZigBee Pro[26][27], ZigBee IP[28][29] and 
Jennic IP[30] architectures. Some of these architectures use the IP protocol 
(ZigBee IP, for example), while others use proprietary protocols, such as 
WirelessHART. 
To turn IoT into a feasible technology, many standardization efforts 
have been performed. For the physical and medium access control (MAC) 
layers, the standard IEEE 802.15.4 was approved. Created in 2003 by the 
Institute of Electrical and Electronics Engineering (IEEE), the standard IEEE 
802.15.4 aims to be used on low-rate power wireless personal area 
networks (LR-WPANs) [31]. It has a maximum data rate of 250 kbps, much 
lower than the rate defined in the IEEE 802.11 standard. This fact allows 
small and power-constrained nodes to consume less energy. The standard 
IEEE 802.15.4 has a frame size up to 127 bytes, with two transmission 
modes, beacon-enabled mode and non-beacon-enabled mode, in the MAC 
layer. The CSMA-CD is used for collision avoidance in both cases, but in 
beacon-enabled mode, the device can go from idle to a low-power sleep 
state to save energy. 
Devices using the IEEE 802.15.4 can communicate over areas covering 
100 meters on single-hop architectures. Transmissions beyond this range 
require the cooperation of neighbor nodes to deliver the message to its 
final destination using a multi-hop architecture. Two types of nodes can 
exist on a multi-hop architecture: a full-function device (FFD) and a 
reduced-function device (RFD). An FFD can served as the coordinator of a 
personal area network (PAN) and communicate with other nodes in the 
network. RFD has a lower processing capability, so it can never act as the 
PAN coordinator, communicating only with FFD nodes. There are two 
network topologies, the star topology and the peer-to-peer topology, as 






Fig. 2 - Star and peer-to-peer topologies on IEEE 802.15.4. 
 
Ubiquitous communication scenarios can support millions of devices, 
making the current network addressing scheme insufficient to support all of 
them.  For this reason, it was considered the use of IPv6 as the Internet 
Protocol in IP-based IoT architectures, since it allows the presence of more 
devices on the network (2128) compared to IPv4 (up to 232 devices). It also 
uses the stateless address auto configuration (SLAAC) mechanism to assign 
an IPv6 address to a device automatically at the moment of its 
initialization. Using the SLAAC mechanism on WSNs is very advantageous 
because, on these types of networks, some nodes can be physically 
inaccessible, making their manual configuration impossible [32]. However, 
Low Power Wireless Personal Area Networks (LoWPAN) have other 
characteristics that cannot be fulfilled by the use of IPv6. One example is 
the impossibility of directly encapsulating IPv6 packets (1,280 bytes MTU) 
in IEEE 802.15.4 frames. To solve this problem, the IPv6 over Low Power 
Wireless Personal Area Networks (6LoWPAN) protocol was created; it 
compresses the size of packets flowing in the network, decreasing both the 
bandwidth and the energy consumed by power-constrained devices. Beyond 
adapting the data packets’ size, 6LoWPAN is capable of resolving 
addresses, implement addressing management mechanisms, and discover 
devices and services. All this process translates in the creation of an 
adaptation layer between the data Link and the network layers of the 







Fig. 3 - 6LoWPAN protocol stack. 
 
Various open-source operating systems are available that implement 
the 6LoWPAN stack, such as the Contiki OS [33] with its uIPv6 stack, or the 
TinyOS [34] with its BLIP implementation. Both implementations are 
important to the deployment of IoT projects using the 6LoWPAN protocol. 
For example, [35] demonstrated an application that enables an IPv6 
connection between IPv6 and 6LoWPAN nodes using the Tiny OS 2.1 BLIP. A 
gateway is used to connect the 6LoWPAN nodes to the Internet. In [36] is 
presented a 6LoWPAN implementation over low power and economic 
CC430-based wireless sensor nodes, giving an insight into the 6LoWPAN 
protocol and its importance to power constrained devices on IoT 
deployments.  
In 2008, the Internet Engineering Task Force (IETF) Working Group 
(WG) Routing Over Low-Power and Lossy Networks (ROLL) was created. 
They intended to create a routing protocol for low power and lossy 
networks (LLNs) that would support a wide variety of link layers with 
common requirements such as low bandwidth, lossiness, and low power. 
That protocol was named ripple routing protocol (RPL) [20][37]. The RPL 





graph (DAG) topologies, in which no direct cycles connect the network 
devices. Generally, such networks have a root node, or a set of root nodes, 
to coordinate tasks and collect data. For each of root nodes a destination 
oriented directed acyclic graph (DODAG) is created using an objective 
function that defines how the routing metric is computed, and ranks to 
encode the distance of each network node to its reference root. RPL is 
important to IoT networks by creating multi-hop architectures where power 
constrained nodes can communicate. Figure 4 shows a DODAG topology 
with a root node and a set of neighbor nodes. The nodes in the topology 
have calculated their own distance to the root node of the tree, creating 
their own ranks. 
Various types of messages are used to construct the network graph, 
called DIO (DODAG Information Object), DIS (DODAG Information 
Solicitation), and DAO (DODAG Destination Advertisement Object). DIO 
messages allow a node to discover an RPL graph, learn its configuration 
parameters, and select DODAG parents. A DAO message is used to spread 
destination information upward along the DODAG. A DIS message 
corresponds to the solicitation of a DIO from a RPL node. The RPL also uses 
mechanisms to repair the network graph when a failure on a link occurs, as 
well as an adaptive timer mechanism (the trickle timer) to control the rate 






Fig. 4 - DODAG topology illustration. 
 
The RPL can be deployed in various operating systems, such as the 
Contiki OS and the TinyOS. The authors of [39] addressed the interplay 
between RPL and various address auto-configuration algorithms, using 
ContikiRPL to conduct the practical experiments. The work described in 
[40] evaluated the performance of 6LoWPAN and RPL protocols in TinyOS. 
The paper gives insight into the characteristics of the RPL standard and its 
relation with the TinyOS, comparing the TinyRPL solution with the de-facto 
standard routing protocol for TinyOS 2.X, the collection tree protocol 
(CTP). 
IoT devices can be integrated on the Web, creating the “Web of 
Things” concept. This fact allows Representational State Transfer (REST) 
architectures to be used on IoT applications [6][20][41]. Many of those REST 
architectures use the Hypertext Transfer Protocol (HTTP), which may 
create performance issues when used on LLNs because of its large 
overhead. To overcome these issues, the constrained application protocol 
(CoAP) was created in 2010. 
CoAP is an application layer protocol based on the REST architecture, 
where resources are server-controlled abstractions available through an 
application process and identified by a Universal Resource Identifier (URI). 
The methods PUT, GET, DELETE and POST used in HTTP are also available 





HTTP,  being easily interoperable through proxy mechanisms. As shown in 
Figure 5, the main difference is the use of the User Datagram Protocol 
(UDP) as the transport layer protocol on CoAP and the Transmission Control 
Protocol (TCP) on the HTTP. 
 
 
Fig. 5 - Comparison of HTTP and CoAP protocol stacks. 
 
The use of TCP in LLNs is not as appropriated as the use of UDP, 
because it uses flow control mechanism and reliable transmission methods 
that, despite being good to assure a trustworthy communication, can make 
network devices consume more power. Also, TCP has a large overhead (in 
comparison with UDP) and does not support multicast (TCP is a point-to-
point protocol).  
The application layer on the CoAP is divided into two sub-layers: 
message and request/response layer. The message layer controls message 
exchanges over UDP between two endpoints. Messages are specified by IDs 
to detect duplicates, assuming one of four different types: confirmable, 
non-confirmable, acknowledgment and reset. The request/response layer is 
responsible for the transmission of requests and responses used to 
manipulate resources. A REST request is piggybacked in a confirmable or 





acknowledgment message [20]. When confirmable messages are used, 
acknowledgment messages are required to confirm the receipt of the 
desired information. If a response does not arrive at the client (or the 
client receives a reset message) the message is retransmitted. With this 
mechanism, CoAP ensures communication reliability without using TCP. 
Figure 6 shows an example of a resource request made by a CoAP client to 
a CoAP server. The client request is made through a confirmable message, 
with the server answering with an acknowledgment message containing the 
value of the asked resource. 
 
Fig. 6 - Illustration of a CoAP request. 
 
According to the related literature, various CoAP deployments on IoT 
projects have been implemented. In [42], a comparison is made between 
CoAP and HTTP through the execution of experiments on client-server 
scenarios using CoAP on one scenario and HTTP in other scenario. It was 
concluded that CoAP has a better response time for client requests than 
HTTP. In [43], the authors presented an IP-based solution to integrate 
sensor networks properly in a cargo container with logistic processes, using 
CoAP to obtain the data gathered by sensors (such as temperature or 
humidity data) during land or sea transportation. The authors of [44] 
proposed an IoT solution for the mining industry, based on rock bolts and 
CoAP-enabled sensors. This proposal enables online and real-time 
monitoring of rock conditions inside mines, detecting potential anomalies 





Standardized by the IETF, the Extensible Message and Presence 
Protocol (XMPP), is an application layer protocol based on the eXtensible 
Markup Language (XML), which allows two or more entities to communicate 
inside a network. XMPP is particularly suitable for real-time 
communication, such as instant messaging. The XML data elements, known 
as “XML stanzas”, enable the communication inside the network, where, in 
general, distributed client-server architecture is implemented. 
XMPP is a scalable protocol that allows the specification of extension 
protocols, designated by XMPP extension protocols (XEPs). XEPs allow the 
addition of new functionalities to the XMPP protocol, introducing the ability 
to adapt to specific environments. Some XEPs (listed in [45]) can be useful 
for the IoT domain [46], including XEP-0323, used to provide the 
architecture, operations, and data structures for communication between 
sensors on XMPP networks; XEP-0324, used to manage access privileges and 
to ensure data delivery on existing services; XEP-0325, used to specify the 
control mechanism on IoT objects; and XEP-0326, which defines how to 
control architectures that contain servers or concentrators that handle 
multiple sensors.  
The implementation of the XMPP in a IoT scenario is discussed in [47]. 
The authors presented a lightweight implementation of the XMPP for the 
Contiki OS, the µXMPP. The µXMPP is configured to follow the LLN 
specifications, using only essential XMPP characteristics to reduce memory 
usage on the devices. The authors of [19] showed an improvement to the 
µXMPP solution with the addition of new modules to the µXMPP 
architecture, enabling IPv6 support, short JIDs, temporary subscription for 
presence (TSP) to reduce network traffic, and support for new XEPs, such 
as XEP-0045 for multi-user chat and XEP-0174 to allow communication 
without interference of the server. The work described in [48] deployed a 
service-oriented solution for IoT scenarios, using XMPP as the 
communication protocol between entities in the network. It considers the 





and the services that are required by them, such as backend-systems, 
mobile devices and objects in the environment. 
Message Queue Telemetry Protocol (MQTT), developed by the 
International Business Machines (IBM), is a lightweight application layer 
protocol based on a publish/subscribe method. With MQTT, clients can 
subscribe to information (data types) of interest by registering with a 
broker using TCP connections.  Each message data type is referred to as a 
topic, and clients can subscribe to multiple topics. Every message sent on a 
topic is received by the clients who have subscribed to it. Figure 7 depicts 
communication between MQTT publishers and MQTT subscribers using a 
broker as an intermediary for the communication. 
 
 
Fig. 7 - Illustration of the MQTT Publish/Subscribe scheme. 
 
MQTT can control the reliability of the end-to-end communication 
between clients using three different Quality of Service (QoS) levels. QoS 
level 0, referred as “At most once delivery” is based on a best effort 
delivery service, on which a message can be delivered to its destination, or 
not be delivered at all. QoS level 1, or “At least once delivery” guarantees 
the arrival of messages to the destination by making the emitters send 
messages to the recipients until they confirm the reception of the original 
message. QoS level 2, or “Exact once delivery” assures that messages arrive 
at their destination only once, avoiding duplicate messages. It uses a 4-Way 





The MQTT protocol is widely used in machine-to-machine (M2M) 
communication, and it can be used in IoT environments. However, MQTT 
uses TCP as the transport layer protocol, provoking some inefficiency when 
used on power-constrained devices. This happens because of the extra 
power that these devices must consume when data must be retransmitted. 
To better adapt the MQTT protocol to LoWPANs, MQTT-S (MQTT for sensor 
networks) was created. MQTT-S defines a UDP mapping for the MQTT, 
adding broker support for indexing topic names at the same time. The 
MQTT-S network architecture is constituted by four different elements: a 
MQTT-S client, a MQTT broker, a MQTT-S gateway and a MQTT-S forwarder. 
A MQTT-S client connects with the MQTT broker using the MQTT-S protocol. 
It is used a MQTT-S gateway, which can be incorporated into the broker 
itself, or implemented in the Low Power Wireless Personal Area Network 
(LoWPAN) edge router. The gateway makes the correct translation between 
TCP and UDP, allowing connections between devices on an IPv6 network 
and an IPv4 network. If the gateway is not directly accessible, a MQTT-S 
forwarder is used to send messages from the clients to the broker. The 
MQTT-S architecture can be described as shown in Figure 8 [49]: 
 
Fig. 8 - Illustration of the MQTT-S publish/subscribe scheme. 
 
MQTT usage in IoT environments was shown in [50], which examined 
the implementation of the MQTT-S in LLNs. The authors discussed the 





where the content itself is more important than its origin. One of the 
highlighted MQTT-S characteristics is the possibility of using multiple 
gateways through a gateway discovery process, which is desirable when link 
failure scenarios occur. To test the MQTT-S architecture, consisting of a 
MQTT-S client, a message broker and a MQTT-S gateway, the authors used 
the IBM wireless sensor networking test bed [51], with two types of clients: 
ZigBee clients and TinyOS clients. 
 
 
2.2. Intelligent Personal Assistants 
 
Personal assistants are not recent , having been used in daily business 
and personal tasks for many years. Personal assistants are responsible for 
daily task management, such as scheduling meetings, reserving hotel 
rooms, shopping, and paying bills, among other tasks. In the past, the role 
of a personal assistant was performed exclusively by people; nowadays, the 
personal assistant role can be performed by a digital device with learning 
capabilities. 
In the 1990s the IPA concept was introduced. As stated in [52], the 
use of techniques from the artificial intelligence (AI) field created the 
possibility of constructing intelligent machines that are capable of 
autonomously performing tasks on the user’s behalf. The use of 
mechanisms such as data mining and machine learning algorithms [53] was 
important in creating more responsive and self-aware machines. Machine 
learning algorithms can be divided into two different categories: supervised 
learning [54] and the unsupervised learning [55] methods. Supervised 
learning assumes the existence of a labeled training set composed of input-
output pairs that make possible the prediction of a new output value from 
a new input. Supervised learning models include learning decision trees, 





neural networks. The unsupervised learning method is more complex, as 
the training data is not labeled and the machine receives only the inputs. 
In this model, machines must build representations of the inputs to help in 
the prediction of new incoming values. The process is based on a search for 
patterns that can be exploited to create knowledge from input values. 
Some examples of unsupervised learning models are the K-means clustering 
algorithm, hidden Markov Models (HMMs) and the a priori algorithms.    
IPAs can normally interact equally with other intelligent objects in the 
environment, human or machine, to obtain knowledge about different 
domains. These scenarios are referred to as multi-agent systems (MASs) 
[56][57]. MASs are composed of multiple heterogeneous interactive 
intelligent agents within an environment, enabling the parallel processing 
inside the system and making it less prone to failures. In MASs, agents in 
the environment can be influenced by other agents or by the environment 
itself. In single-agent systems (SASs), only the environment can influence 
the behavior of intelligent agents. In  SASs, an agent sees another agent as 
an integral part of the environment, ignoring the fact that other agents are 
individual entities in reality. Figure 9 illustrates a scheme that represents 
the difference between MAS and SAS scenarios. 
  
 
Fig. 9 - Differences between MAS and SAS scenarios. 
 
The way in which intelligent agents in an environment relate among 





necessary to identify the contribution that each individual agent can make 
to the overall intelligence of the system. This process can be conducted by 
isolated learning. The learning that agents in the environment perform as a 
group can be referred to as collective learning. Combining the two types of 
learning mechanisms and MAS makes possible the design of complex, 
autonomous, and self aware computational systems. 
The technological revolution has enabled the creation of new gadgets 
with higher computing capabilities and new features, such as smartphones. 
Some smartphones provide a personal digital assistant as one of their main 
features. Apple’s Siri [58], Google Now [59], Samsung’s S Voice [60], LG’s 
Voice Mate [61], and Microsoft’s Cortana [62] are examples. Generally, 
these digital assistants make use of natural language user interfaces 
(NLUIs) to interact with users.  NLUIs allow human-machine interaction 
through the translation of voice commands into machine level commands, 
an important speech technology for human-to-machine (H2M) 
communication.  
The act of making a machine understand human language poses many 
issues, most of them related with the AI field. In 1952, Bell Laboratories 
designed a system, known as “Audrey”, that recognized digits spoken by a 
single voice [63]. This experiment focused only on the understanding of 
numbers since human language understanding was little explored at that 
time. Other speech recognition experiments were conducted in the 1950s 
and 1960s, such as IBM’s 1962 effort. This system, called “Shoebox”, could 
recognize and respond to 16 words spoken in English.  
The 1970s marked the founding of the first commercial speech 
recognition company, the Threshold Technology, which commercialized the 
first real automatic speech recognition system, the VIP-100 System. In the 
same decade, the United States Department of Defense developed a speech 
recognition system called “Harpy” that could understand up to 1011 words 
[63].  
The 1980s brought great developments in the speech recognition field. 





templates used to associate words with sound patterns. HMMs are based on 
the probability of unknown sounds being words, extending the speech 
recognition vocabulary. However, the human-machine dialogue was not 
optimal since speech recognition systems required discrete dictation. 
The subsequent decades brought great development in the 
computational processing field with the emergence of computers equipped 
with faster processors and higher memory capacity. This led to the 
construction of bigger dictionaries to accommodate human vocabulary 
known by machines, increasing their knowledge. The processing of words by 
machines was improved, as they became able to understand continuous 
speech rather than just isolated words. The development in areas such as 
automatic speech recognition, natural language understanding, and text-to-
speech synthesis were very helpful in constructing today’s applications.  
The creation of new algorithms to increase the context awareness of 
machines, support for multiple languages and the development of new 
mechanisms to recognize specific voices are future steps to improve the 
speech recognition technology. Figure 10 shows a communication scenario 
between a user and the Samsung personal assistant, S Voice.   
 






H2M communication is a field of great interest in the scientific 
community, with projects involving IPAs and similar devices existing in 
great numbers. In [64], the authors discussed existing issues in designing a 
personal assistant, illustrating some mathematical models to resolve these 
issues. The authors in [65] is presented an intelligent assistant system 
composed of intelligent software agents that can help the user with 
communication, information and time management. Each intelligent agent 
is responsible for a different task, such as calendar scheduling and 
telephone call filtering, among others. An intelligent assistant for athletes 
was proposed in [66], called iAPERAS. It aims to help non-professional 
athletes who cannot afford their own training team to obtain dedicated 
information about health indicators. To improve the quality of the 
information assessment, the iAPERAS system uses Bayesian networks, 
relying on scientific research findings. The authors of [67] proposed an IPA 
that allows doctors to monitor the elderly. The IPA, called HealthPal, helps 
elderly people monitor their health status autonomously, interacting with 
devices such as thermometers, blood pressure measuring systems, and 
personal digital assistant (PDA) applications. The medical records are 
stored on the user’s PDA and on the doctor’s PC. Notifications are 
generated when a health problem is detected in the patient. The authors of 
[68] presented a framework for an intelligent assistant system based on 
CBR and MAS for manufacturing. The MAS framework allows the creation of 
a collaborative environment between intelligent agents, decentralizing the 
processing in the system. Thus, the subsystems throughout the 
manufacturing system can be seen as individual, intelligent, and 
collaborative agents. The CBR technique is used to find patterns in the 
information that is presented based on past experiences. The use of CBR 
allows the system to find previous orders that are similar to those placed at 
the time. In [69], the authors presented a pedagogical agent  designed to 
work with Web-based instructional material, called “Adele”. This 
intelligent agent aims to help students learn new subjects by presenting 





supposed to collaborate with students by making hints, posing questions, 
and providing explanations. The authors of [70] presented an intelligent 
assistant for network based communications, discussing the importance of 
creating a context-aware assistant that can manage communication within 
the telecommunications network. The proposed agent is based on the 
Session Initiation Protocol (SIP), which can interact with external 
information and applications servers. The authors of [71] presented a 
speech interface for personal assistants used in research and development 
(R&D) projects. The speech interface presented in the paper is aimed for 
use in cooperative scenarios with multiple agents. It is used in a knowledge 
management (KM) multi agent system in which the user can talk in English 
to the personal assistant to perform various tasks, such as listing all articles 
available on a certain subject in a database. The personal assistant is 
supposed to understand what the user says through the use of an ontology 
handling mechanism that employs the Protégé [72] tool. This paper shows 
that it is possible to construct a speech recognition interface for IPAs based 
on projects of different scopes. The authors of [73] proposed a personal 
assistant to execute services on behalf of users, using natural language 
interfaces to process the users’ requests. For each request, the personal 
assistant analyzes the phrase and segments it into individual words. Then, 
it tries to find keywords in the phrase, and a suitable service for the most 
meaningful keyword is executed. The authors of [74] proposed an IPA that 
can learn the preferences, goals, and habits of the user by using supervised 
learning mechanisms, based on the user’s previous experiences. The 
process of monitoring the users is done using Aspect Oriented Programming, 
breaking down the program logic. There are generated on the user’s 
actions to ascertain whether he/she completed the desired task. If the task 
is completed, the traces are successful; otherwise the traces are 
unsuccessful. To enable the IPA to predict the user’s actions, the authors 








2.3. Intelligent Personal Assistants and the Internet 
of Things 
 
Currently, IPAs are already capable of helping their users perform 
several tasks. It is necessary to ascertain whether it is possible to improve 
their knowledge and autonomy by using new technological paradigms. One 
possible solution would be the insertion of IPAs in ubiquitous 
communication scenarios. It would enable IPAs to analyze information from 
a greater variety of sources, increasing the learning database. Such 
scenarios are possible with the usage of IoT technology. 
With the creation of IPAs that are more autonomous and insightful, 
many tasks performed by users can be eased. Taking, for example a smart 
home scenario, where an IPA can communicate with other objects in the 
environment: a person wakes up at 7:00 am and must prepare to go to 
work. As the alarm clock rings, the curtains in the user’s bedroom slowly 
open to allow some light to enter the room. Three minutes after the alarm 
clock stops, the person goes to the bathroom to take a shower. After the 
person takes his shower, the toaster and the coffee machine in the kitchen 
turn on automatically to prepare breakfast. All these actions are 
transparent to the user, as it is the IPA that autonomously prepares the 
user’s morning routine. This is possible because the IPA learns the actions 
that the user normally performs in his daily routine, either by checking the 
interaction of the user with the IPA itself or through the interaction 
between the user and other objects in the environment. It is in the 
cooperation between IPAs and smart objects that the IoT concept is 
important. Figure 11 depicts the interaction between the IPA, the user, and 







Fig. 11 - Interaction of the IPA and smart objects on behalf of the user. 
 
However, some issues arise from the idea of introducing IPAs in IoT 
environments, mainly related with technological paradigms. One of these 
issues is related to the creation of mechanisms to support communication 
between objects within the network. One possible solution is the creation 
of a standard IoT communication protocol. Until then, other solutions can 
be attempted, such as the creation of network gateways to map different 
protocols and networks. The interconnection between IoT environments 
and external networks has been a subject of research in recent years. In 
[75], the authors proposed a gateway prototype to connect WSNs with the 
Internet. The WSN is composed of 6LoWPAN nodes that use short addresses 
to communicate. The gateway can map these 6LoWPAN addresses into full 
IPv6 addresses, establishing the connection between the WSN and the 
Internet. The authors of [76] described the procedures necessary to design 
a gateway capable of connecting a 6LoWPAN network to an IPv6 network. 
The solution included the use of low-power sensor nodes configured with 
the TinyOS 6LoWPAN protocol stack, and an IPv6 client to interact with the 
same sensor nodes. The gateway was important in compressing the IPv6 
header when the communication was done from the IPv6 client to a WSN 
node and in decompressing the 6LoWPAN header when the communication 
flowed from the 6LoWPAN WSN. The authors of [77] discussed a gateway 





used to map 6LoWPAN addresses to IPv4\IPv6 addresses and vice versa, 
building a ubiquitous communication scenario. The authors of [78] 
described the construction of a prototype for a gateway that connects IEEE 
802.15.4 nodes with Ethernet IPv6 networks. The performance of the 
gateway was evaluated through its capability to compress and decompress 
IPv6 packets.  
With more objects communicating in the same environment, more 
data are generated. Some of that data may be important to the application 
scope, making it necessary to store and to manage them. The necessary 
storage space will be enormous, so new mechanisms must be applied. The 
use of cloud computing technology can be very useful in this case, 
decentralizing the processing involved in storing and managing the data. 
The authors of [79] discussed reasons to integrate IoT in the cloud and the 
difficulties that arise from that integration. The integration of IoT in the 
cloud led to the development of the concept of CloudIoT, the creation of 
mechanisms to store data and share computational resources, and a 
medium where heterogeneous objects can communicate as well. Possible 
challenges arise from the lack of solutions to manage all the data 
generated in the IoT network inside the cloud, and the lack of a service to 
catalog the data generated by all the heterogeneous IoT devices in 
different categories. The authors of [80] presented a cloud-based IoT 
architecture, describing a smart home environment containing PCs, PDAs, 
indoor and outdoor sensors, microwave ovens, toasters, televisions, and 
stereos, among other appliances. The interaction between those objects 
leads to some automatic actions that interfere with the daily life of the 
people who live in the house. The cloud infrastructure is used to store data 
coming from the objects. The authors of [81] addressed the feasibility of 
the integration of an IoT network with the Internet using various cloud 
services. They also described various technologies that can enable the 
construction of IoT networks, such as WSNs, next-generation networks, and 
cloud computing platforms. Furthermore, they tested an IoT Cloud platform 





communication based on the MQTT protocol. The authors of [82] described 
how IoT and the cloud computing technologies can work together to deal 
with the huge amount of data that exist in the network. A solution where 
the sensing of a certain physical measure is considered a service on the 
cloud was proposed. This allows the creation of a ubiquitous 
communication scenario where the sensors are the interface between the 
physical world and the digital world.  
In a scenario where an IPA can communicate with every object that 
surrounds it, extra care must be applied to prevent private information 
from falling into the wrong hands. These security issues are discussed in 
[16]. The authors identify five IoT security issues, related to (i) the correct 
identification of IoT objects, (ii) the wireless link insecurities originated by 
each object connected to the IoT network, (iii) the heterogeneity of 
network devices and their specific security needs, (iv) the confidentiality of 
the information flowing on the IoT network, and (v) the information 
processing security. All these issues can be applicable to scenarios where 
IPAs are inserted into ubiquitous communication environments, as IPAs can 
behave as smart objects in an IoT environment. The authors of [83] 
identified the main problems that can emerge from the creation of IoT 
networks. Because IoT networks cover a wide range of devices and a great 
amount of traffic, the authors assumed that it is not possible to use the 
security mechanisms currently used on the Internet in IoT networks. 
Problems such as protocol and network security, as well as privacy and data 
and identity management were enumerated. An IoT scenario where sensors 
integrated into a smart city environment must send data to a mobile device 
(like a PDA) was given as an example. In this scenario, new cryptography 
algorithms, key management systems, and security protocols would be 
needed to secure the communication. The authors of [84] provided insight 
into the efforts made by the IETF to develop a standard solution to secure 
the communication inside an IoT network. The solution uses the CoAP 
protocol along with Datagram Transport Layer Security (DTLS).  Because it 





understanding the procedures that must be implemented to introduce IPAs 
on a secure IPv6 network. 
IPAs can be used in many fields for various purposes.  For example, 
the authors of [85] described a solution that uses a wireless body sensor 
network (WBSN) to monitor the vital signs of multiple patients. The 
information is passed to the intelligent personal digital assistants (IPDAs) of 
the medical staff using the ZigBee/IEEE 802.15.4 standard. The IPDA must 
analyze the data to correctly determine the health status of the patients. 
The authors of [86] presented a WSN for health monitoring. The system 
includes wearable devices, whit some of them placed on the body of the 
patient and others placed around the house. The medical staff is informed 
about the health status of the patients through notifications received on 
their PCs and PDAs. The sensors that constitute the network architecture 
are connected to the backbone (PCs, PDAs, and databases) through motes 
that use the IEEE 802.15.4 protocol. 
Other types of applications that can be enhanced include smart home 
applications. The AlertMe [87] and the Iris [88] systems are two solutions 
that can manage home appliances through smartphones. In [89] the authors 
proposed a remote monitoring and controlling system composed of two sub-
systems. One of those sub-systems is used for the real-time monitoring of 
the house, while the other is used to control the lights in the house, 
implementing a ZigBee network. The user can see the real-time video 
footage of the house or control the lights by accessing the Web application 
or the smartphone application. The authors of [90] described a smart home 
system composed by an application to control and monitor home 
appliances, developed for the Android operating system, and an Arduino 
Ethernet-based micro-Web server. All the sensors in the smart home 
environment connect with the Arduino platform. The system includes some 
security features, such as user authentication and the ability to notify the 
user in the case of any unexpected event (fire in the kitchen, for example). 
The authors of [91] proposed a novel mechanism for a home appliance 





a PDA, mobile phone or notebook running the system control application. 
The home appliances are inserted into a 6LoWPAN WSN, where an 
appliance control terminal is used to manage each appliance. The system 
also includes a smart gateway to allow communication between the WSN 




This chapter presented the literature review about the IoT, IPAs, and 
the possible relationship between both concepts. On Section 2.1, the IoT 
technology was presented, with the enabling technologies and protocols to 
deploy IoT networks enumerated. Currently, the main issue on IoT networks 
deployments relates with the lack of a standard protocol to enable 
communication between heterogeneous devices. The XMMP, MQTT, and 
CoAP are some protocols considered by the scientific community to be used 
as the application protocol for IoT networks. 
Section 2.2 presented the IPAs, considering the AI, MAS, and speech 
technologies as main aspects to create these devices. Section 2.3 presented 
a review about the insertion of IPAs on ubiquitous communication 
scenarios. A smart home scenario is given as an example, on which an IPA 
assisted the user by interacting with other smart objects on the 
surroundings. A list of possible issues derived from the insertion of IPAs on 
ubiquitous communication scenarios is also presented. Problems 
considering the security, data storage, and communication between IoT 











3. AMBRO System 
This chapter presents the AMBRO system, a platform that allows the 
integration of IPAs on ubiquitous communication environments. The mobile 
gateway proposed on this dissertation is one of the components of the 
AMBRO system. The AMBRO system architecture and its main components 
are described along this chapter, emphasizing the main functionalities of 
the system.  
 
3.1. System Overview 
 
AMBRO is a technological platform that allows the integration of IPAs 
on ubiquitous communication environments. AMBRO was developed to assist 
his user on innumerous ways by giving him hints and suggestions about 
several aspects of his daily life, while interacting with several entities in 
the environment. By interacting with AMBRO, an user can: (i) access Web 
services to consult aspects of his interest (find nearer restaurants, consult 
the weather, among others), (ii) examine information of sensors on his 
possession (see temperature at home, for example), and (iii) change the 
behavior of smart objects in the environment (turn off the air conditioner, 
among others). AMBRO can autonomously interact with his user to give him 
advices about subjects of his interest because it can learn the user 
behavior over the time. This learning occurs through successive direct 
interactions with the user, or by understanding the user interactions with 





where the user consults relevant information about his objects (image on 
the left), and a scenario on which the user interacts with the AMBRO 
personal assistant to turn on the toaster (image on the right). 
 
 
Fig. 12 - Example of AMBRO IPA menus. 
 
 
3.2. AMBRO System Architecture 
 
The AMBRO system architecture is composed by three layers. The 
distribution of the system functionalities on various layers eases the 
detection and correction of problems that might appear during the system 
operation. The three main layers are [92]:  
 
 The IoT World environment, on which all the external devices that 
give information to the AMBRO’s personal assistant about the 





 The Intelligent Cloud System environment, which is the core of the 
system, and allows the communication with other modules, 
management of the data, and treatment of business logic; 
 The User Interfaces environment which hosts the AMBRO interfaces.  
Users can use the AMBRO interfaces to interact with the personal 
assistant. 
 
Figure 13 illustrates the AMBRO system architecture. 
 
Fig. 13 - Illustration of the AMBRO system architecture. 
 
The AMBRO architecture can also be divided on a logical perspective. 
It gives a detailed insight about the system architecture, showing the 
modules and respective specifications for each one. The logical units of the 
AMBRO architecture are: 
 Channels, presenting the IPAs interfaces available for the user; 
 Interface, representing the communication channel between the 





 Ambro, which groups the logical operations behind the AMBRO 
framework, and allows the integration of all the subunits of the 
central processing unit; 
 IA, which combines all the speech recognition and artificial 
intelligence algorithms; 
 Comm, which assures the communication between AMBRO and 
external entities; 
 Events, which allows the registration and treatment of data coming 
from IoT objects; 
 IA tools, which is used by IPAs to learn the usual behavior of the user 
and the usual behavior of the IoT objects; 
  WSO2, which is responsible for managing the tokens and user 
sessions. It also filters and validates the access to the AMBRO cloud; 
 DB, presenting the database of the system. Maria DB is used to save 
data concerning the users, objects, and system events. 
 






Fig. 14 - AMBRO logical architecture. 
 
3.2.1. AMBRO Components 
 
The three main layers of the AMBRO architecture can be deeply 
analyzed and create a set of modules that can better explain the system 
functionalities. The IoT World environment comprises three main 







Fig. 15 - IoT World layer illustration. 
 
The static gateway on the IoT World layer is responsible for the 
communication management between sensors and objects in the 
environment, and the cloud system. The gateway integrates different 
protocols and communication technologies such as ZigBee and Z-Wave [93]. 
An AMBRO proprietary protocol is also supported by the gateway. The 
gateway was developed using the NodeJs tool and has two main 
functionalities: (i) discover devices in the environment, and (ii) mediate 
the message exchange between devices in the environment and the cloud 
server. The static gateway uses different techniques and methodologies to 
connect with the surrounding environment. For scenarios where AMBRO 
sensors and AMBRO objects are considered, the gateway operates as a 
socket server while sensors and objects are socket clients. For ZigBee and 
Z-Wave devices, the respective connection techniques mentioned by each 
brand are used. To connect with the cloud server, the gateway behaves as 
a socket client. 
The mobile gateway is used to connect sensors monitoring a person on 
a WBSN scenario to the AMBRO platform. It is developed for the Android 
operating system, and connects with AMBRO cloud using RESTful Web 
services. It also allows the discovery of Bluetooth devices usable on 
services existent on the mobile gateway. 
Sensors are used to retrieve information on the user environment. The 





variables is carried out independently, which allows the user to adjust it as 
he wants it. Objects as fans or light bulbs can be operated automatically or 
through the user action. 
The Intelligent Cloud System unifies the transactions made between 
system components. It implements the AI mechanisms and messages/ 
notifications routing from AMBRO entities. Figure 16 shows an illustration of 
the Intelligent Cloud System layer. 
 
Fig. 16 - Illustration of the Intelligent Cloud System layer. 
 
The Authentication and Security module is used to authenticate all 
the users that want to access the AMBRO system. The WSO2 Identity Server 
(IS) and the WSO2 Enterprise Server Bus (ESB) frameworks were used. The 
WSO2 IS is used to manage the security and identity for applications, 
services and APIs. The WSO2 ESB provides secure access to system 
endpoints.  Tokens used to provide system access to the users are 
generated at the WSO2 ESB. 
The Artificial Intelligence (AI) module allows learning machine 
algorithms to be applied on the system. Training, classification and learning 
methods are used on the information made available for the system (like 
user behaviors). It allows IPAs to learn the behavior of their users in order 
to improve the assistance they give. 
The Text-to-speech (TTS) module synthesizes text strings and files 
into spoken audio using synthetic voices.  The Voice recognition module 
converts human spoken audio into readable text strings and files. Both TTS 





two modules combined originate an intelligent speech module able to 
comprehend requests from the users and give suitable answers to those 
same requests.  
The existence of the Notifications module is important to allow 
notifications about events on the environment to be sent to the IPAs. 
Notifications can behave as reminders to inform the user about some event 
that is about to happen (or has just happened), or as an alarm to notify the 
user about a critical and unexpected event on his environment. 
The Communication module is responsible for the communication 
between AMBRO entities and external devices. The interaction between 
IPAs and the Web services (such as Google Places, news services, weather 
services, among others), and the interaction between IPAs and the 
gateways are managed on this module.  
The management and storage of all the data generated on the system 
are also made on the Intelligent Cloud System layer. For that purpose is 
used the Maria DB. 
The User Interfaces layer comprises the back office tool and all the 
different IPA interfaces that allow users to interact with AMBRO. Figure 17 
illustrates the User Interfaces layer of the AMBRO system. 
 
Fig. 17 - Illustration of the User Interfaces layer. 
 
The back office tool is important for the detailed management of the 
AMBRO environment. It is composed by two subsections, one of them 
oriented for the service provider and another oriented for the user. The 
subsection oriented for the service provider is intended for the 
management of multiple AMBRO accounts corresponding to different 





to the clients. The subsection directed to the user has a set of features 
equivalent to the ones presented by IPAs. However, it also adds 
management and administrative capabilities to the personal assistant. It 
has an additional set of tools that allows the monitoring of multiple 
features on the communication environment as well as an area to schedule 
tasks and automate procedures. 
The IPA interfaces layer gives users the possibility to interact with the 
assistant and its surrounding environment through direct commands, and 
remote commands to interact with objects and sensors. Also, each IPA  has 
the ability to notify the user about significant events and actions important 
for him. The AMBRO personal assistant was developed for three platforms: 
(i) mobile, (ii) Web and (iii) smartwatch. The IPA mobile interface was 
developed for two operating systems, Android (minimum version 4.0.3) and 
iOS (minimum version 8.1). The IPA Web was developed to allow a user to 
access AMBRO on every Internet enabled device. The smartwatch interface 
was created with the purpose of exploring a relative recent trend, the 
wearable device technology. The IPA smartwatch does not present all the 
functionalities available on the IPA mobile and IPA Web interfaces, because 
its interface is reduced. Despite that, the IPA smartwatch interface allows 
users to interact with the personal assistant, objects and sensors. 
Notifications are also received on the IPA smartwatch. The Android Wear 














On chapter 3 was presented an overview of the AMBRO system. The 
AMBRO main purpose was described on Section 3.1. At Section 3.2 was 
presented the AMBRO architecture, including the description of the three 
main layers. The IoT World environment includes all objects, sensors and 
gateways of the system. The Intelligent Cloud System is the brain of the 
system, including modules to manage the communication, authentication of 
users, and security of the system. This module is also responsible to make 
IPAs learn the behavior of the user through the use of learning machines 
algorithms. Other features, such as speech recognition and notification 
generation are also present on the Intelligent Cloud System module. The 
User Interfaces layer, which is the last layer of the system, includes all the 
interfaces that user may use to interact with the AMBRO personal assistant. 
A back office tool to manage various features of the AMBRO environment is 
also present on the User Interfaces layer. Lastly, this section summarizes 











4. Requirements Analysis 
Through the analysis of the system requirements is possible to identify 
the characteristics and behaviours the system can include and support. The 
requirements are the functional specifications of the system, being 
important for the system management. 
 The Unified Modelling Language (UML) can be used to set the system 
requirements. UML diagrams allow system architectures to be visualized, 
defining the system activities, components, and behaviours, among other 
components. UML is not a development method by itself, but it is 
compatible with other object-oriented software development methods, as 
the Object modelling technique (OMT). Using UML diagrams enable system 
models to be viewed on two perspectives: structural and behavioural. 
Structural diagrams give insight about the system static structure, using 
objects, operations, and relationships, among others. Behavioural diagrams 
are used at the analysis of the system dynamic behaviour, pointing the 
collaboration between objects and their internal state change. 
This chapter will focus on the specification of the requirements for 
the AMBRO mobile gateway system. 
 
4.1. Essential Modelling Requirements 
 
Determining the essential modelling requirements is important for the 
development of the desired application. Thus, it is possible to predict the 





planning. The system features and constraints need to be identified at 
early development stages.  
The essential requirements defined for the AMBRO mobile gateway 
application were: 
 
 Android API level have to be equal or above the level 18 
(Android OS version 4.3) to allow all the services to work 
correctly. This is due to the usage of the Bluetooth Low Energy 
(BLE) technology on the connection between the smartphone 
and the smartwatch used on the heart rate monitoring service; 
 All devices used in the project shall be Bluetooth enabled 
devices; 
 The device performing the mobile gateway role must support 
Wi-Fi and other data networks (3G, 3.5G, 4G); 
 The monitoring services available on the mobile gateway have 
to work on the background without interfering with other 
activities performed by the user; 
 The mobile gateway must always be connected to the Internet; 
 The mobile gateway should assure the delivering of all the 
information retrieved by the monitoring services to the AMBRO 
platform; 
 The mobile gateway should assure the remote control of the 
monitoring services by the caretaker. 
 
 
4.2. Behavioral Diagrams 
 
Behavioral diagrams explain some of the system functionalities by 
using activity diagrams and sequence diagrams. Actions performed by 





shows the main actions performed by the AMBRO mobile gateway system 
entities. 
 
Table I - Actions performed by each system actor. 









 Start and stop the monitoring 
services; 
 See the coordinates of his current 
location; 
 See his actual heartbeat; 
 See the number of falls detected by 
the Fall Detection Service; 
 Receive notifications about the 
remote activation/deactivation of 
the monitoring services. 





 Enable/disable services through the 
AMBRO back office; 
 Receive notifications about unusual 














 Establish a Bluetooth connection 
with the smartwatch; 
 Establish a Bluetooth connection 
with Shimmer modules; 
 Send Bluetooth broadcast messages 
to the surrounding environment to 
find Bluetooth objects every time 
the user requests it;  
 Enable the GPS embedded in the 
smartphone every time it is required; 
 Periodically send the data gathered 
from the Location Monitor Service to 
the AMBRO cloud; 
 Disable the GPS location updates 
when the user is not moving; 
 Periodically send the data gathered 
from the Heart Rate Monitor Service 
to the AMBRO cloud; 
 Send a notification to the AMBRO 






 Embedded in the mobile gateway, it 





(Optical heart rate sensor) 
 
 At a one second rate, it checks the 
current user heart rate through a 
embedded optical heart rate sensor; 
 Through a Bluetooth connection, it 
sends the heart rate values of the 
user to the mobile gateway; 
 Calculate the mean of the heart rate 
of the user at a five minutes rate 






 Establish a Bluetooth connection 
with the mobile gateway; 
 Detect falls by measuring the 








As described on Table I, there were identified six main system 
entities: (i) the monitored person, which is the person directly using the 
AMBRO mobile gateway, (ii) the caretaker, which possesses the IPA 
personal assistant and is responsible for taking care of the monitored 
person, (iii) the mobile gateway, that connects the BSN sensors with the 
AMBRO system, (iv) the GPS sensor used on the location monitoring service, 
(v) the smartwatch, using an embedded optical heart rate sensor for the 
operation of the heart rate monitoring service, and (vi) the Shimmer 
module, which uses an accelerometer and a gyroscope to detect possible 
falls while the fall detection service is running. 
 
 
4.2.1. Use Case Diagrams 
 
Use case diagrams show actions performed by the entities of the 
system. The actions are defined as use cases, since they describe the 
interaction between the system entities and the system itself. Figure 18 






Fig. 18 - Use case diagram of the monitored user. 
 
The caretaker can also interact with the AMBRO mobile gateway 
application. Figure 19 shows the use case diagram illustrating the 






Fig. 19 - Use case diagram of the caretaker. 
 
 
4.2.2. Activity Diagrams 
 
Activity diagrams are used to describe the workflow of each system 
activity. On the AMBRO mobile gateway system the activity diagrams 
explain every step involved on the operation of each monitoring service. An 
activity diagram is designed to explain the methodology used on the 
location monitoring service to detect the user activity and location. 
Another activity diagram explains how the heart rate is detected on the 
heart rate monitoring service. The third diagram is used to explain the 
conditions on which the accelerometer and the gyroscope of the Shimmer 
module are used to detect a possible fall. 
 
4.2.2.1. Location Monitoring Service Activity Diagram 
 
The location monitoring service uses the smartphone GPS system to 





service is able to detect if the user is inside a building or at an open space, 
choosing the best location provider available. For enclosed spaces are 
generally used the network or power cell location providers. For open 
spaces is used the GPS system, giving more accurate results. Besides that, 
the location monitoring service is also able to check the activity the user is 
performing using the low power embedded sensors of the smartphone 
(accelerometer, gyroscope, barometer, among others).  
Other works have been published concerning tracking systems similar 
to the one being presented on the AMBRO mobile gateway. For example, 
the authors of [94] presented a location based application for Android, 
capable of changing the profile on the smartphone accordingly to the user 
location; locating a person through a SMS; and locating people on nearby 
places to the user.  The authors of [95] proposed a vehicle tracking system 
using the GPS system of an Android smartphone. The application can be 
useful to monitor the driver performance, check the speed at which a 
vehicle circulates, or increase the security and performance on the fleet 
management businesses. The authors of [96] proposed a smartphone 
tracking system to retrieve children’s current location. The application is 
designed to help parents track their children in real time by sending SMS 
messages to the children smartphones. The children’s smartphones answer 
with their current location signaled on a map. On [97], the authors 
proposed a mobile tracking application using the GPS system of an Android 
smartphone. The application has the purpose of tracking children through 
their smartphones, defining geographical areas that cannot be surpassed. 
The parents are warned through a SMS message if their child is outside the 
geographical area allowed.  
The AMBRO mobile gateway application is used on a ubiquitous mobile 
heath scenario.  The application is used to give the current location of a 
monitored person to the caretaker. The caretaker (using the AMBRO IPA) is 
always warned if the person under his care surpasses the defined 
geofences. These geofences are generated dynamically on the Artificial 





since the system is able to learn the usual location of the person being 
monitored. Figure 20 presents the activity diagram for the location 
monitoring service of the AMBRO mobile gateway. 
 






When the location monitoring service is initiated, activity updates are 
requested from 20 to 20 seconds. GPS is turned on and location updates are 
requested every time the smartphone detects the user is moving. Location 
updates are stopped if the smartphone detects the user is still three times 
in a row (1 minute still). Regardless of the activity detected, location 
updates are always triggered with a periodicity of an hour.  
The location monitoring service allows data (coordinates and activity 
detected) to be stored on the smartphone memory if the Internet 
connection fails. The smartphone retries to send the data to the cloud 
every time an activity detection update is requested. This mechanism 
assures that no location updates are lost. 
 
 
4.2.2.2. Heart Rate Monitoring Service Activity Diagram 
 
In order to make the heart rate monitoring service works, it is 
necessary to establish a BLE connection between the mobile gateway and 
the smartwatch. When the connection is established, the optical heart rate 
sensor embedded on the smartwatch can be used to retrieve the heart rate 












When the service is initialized activity updates are requested. The low 
power embedded sensors on the smartphone are used to retrieve the 
activity performed by the user with a 20 seconds periodicity.  
The user heartbeat count is checked every second on the smartwatch. 
The heart rate value detected is sent to the AMBRO mobile gateway 
through a BLE connection. The heart rate values detected on the 
smartwatch are summed up on the gateway, and a mean of the user heart 
rate on the past five minutes is calculated. Every five minutes the gateway 
tries to send to the AMBRO cloud the information regarding the activity 
most performed by the user and his average heart rate on the last five 
minutes.  
On the AMBRO cloud there are two different typical heartbeat mean 
values for the user: one value is used for scenarios where the user is still; 
and another value for scenarios where the user is in movement. Those 
values are obtained through the use of AI algorithms. A notification is sent 
to the IPA of the caretaker every time a heartbeat value coming to the 
AMBRO platform is too high or too low when compared with the typical 
heartbeat mean values of the user. Therefore, the caretaker is informed of 
possible health problems on the person under his care by evaluating odd 
heartbeat values detected by the heart rate monitoring service.  
If the data is not successfully delivered to the cloud, the mobile 
gateway stores the information on its memory to send it later. This process 
is performed every 5 minutes.     
 
 
4.2.2.3. Fall Detection Service Activity Diagram 
 
A fall can be detected by using the values gathered by an 
accelerometer and a gyroscope. The total sum of the acceleration on the 
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The acceleration value obtained from the calculation is compared 
with pre-defined thresholds to see if a fall is detected. When a person is 
still, the acceleration measured in relation to the gravity is approximately 
1 G. When a person is at free fall  the acceleration value approaches zero 
G’s, and when a person hits the floor that value rises, reaching in many 
situations, values higher than 2.5 G. The use of a gyroscope can improve 
the performance of fall detection systems. Gyroscopes are used to detect 
the orientation of a person by calculating the angular velocity using the 
equation (2). Generally, when a person falls, the value of the angular 
velocity is higher than 200º.  
 
2 2 2| | ( ) ( ) ( )x y z                               (2) 
In the scientific community there exists some work published about 
fall detection systems. The authors of [98] tested a fall detection system 
using a tri-axial accelerometer and a tri-axis gyroscope. By collecting some 
data through experiments performed during various daily activities, the 
authors defined upper and lower thresholds for both acceleration and 
angular velocity. By using these thresholds, falls could be detected through 
acceleration and angular velocity values measured in real-time. Authors of 
[99], used a 3-axis accelerometer and magnetometer of a smartphone to 
detect falls. Thresholds were defined for both accelerometer and 
magnetometer data, defining an algorithm able to detect falls when certain 
values below lower thresholds and values above upper thresholds were 
obtained. In [100], the authors demonstrated a real-time wireless fall 
detection system using a 3-axis accelerometer, capable of differentiating 
falls from typical activities performed on the daily life routine. 
In order to correctly detect a fall on a fall detection system, as the 
one implemented on the AMBRO mobile gateway application, thresholds 





those thresholds, experiments were made with the Shimmer module while 
a person was performing some daily life activities. Table II shows the values 
for both acceleration and angular velocity measured by the Shimmer 
module when tested on different life activities. 
Table II - Acceleration and Angular Velocity values for different daily life activities. 




Still 0.9 - 1.15  0 - 90  
Fall 0.05 - 3.5  150 - 300  
Walk 0.4 - 1.7  0 - 100  
Sit down 0.3 - 2.4 30 - 140  
Stand up 0.6 - 1.4 30 - 140 
Lay down 0.5 - 1.5 80 - 200 
Run 0.2 - 2.9 15 - 170 
Jump 0.4 - 3 80 - 170 
 
As the Table II shows, when a fall is detected the acceleration varies 
from 0.05 G to 3.5 G. The lower acceleration value is detected when a 
person is at free fall. The higher acceleration value is usually 
correspondent to the instant the person hits the floor.  Figure 22 illustrates 
a situation where a person falls. The values for both acceleration and 






Fig. 22 - Graphics showing acceleration and the angular velocity values that were 
measured during a fall. 
 
Thresholds for acceleration and for angular velocity can be defined 
through the analysis of the Table 2 and Figure 16. The Lower Acceleration 
Threshold (LAT) was defined as 0.3 G while Upper Acceleration Threshold 
(UAT) was defined as 2.5 G. The Angular Velocity Threshold (AVT) was 
defined for the value of 220º. 












First, the user chooses the Shimmer sensor that he wants to use on 
the fall detection service. After that, the mobile gateway has to establish a 
Bluetooth connection with the Shimmer sensor module that was chosen. 
The Shimmer module starts streaming every 20 milliseconds, gathering 
values from the accelerometer and the gyroscope. A fall is detected every 
time the UAT is exceeded, and in the next 0.8 seconds are detected at 
least three values below the LAT. If this premise is fulfilled, it is possible 
for a person to be at a free fall. To confirm that a person is effectively 
falling, it is necessary to ascertain if in the next 1.5 seconds the 
acceleration surpasses again the UAT and the angular velocity exceeds the 
AVT. If all this these premises are true, one last step must be performed: 
the average value for the acceleration in the next two seconds needs to be 
less than 1.2 G, indicating that the person is still, and possibly lying on the 
floor. This means a fall has been detected, and the AMBRO mobile gateway 
will send a notification to the IPA of the caretaker to inform him about the 
situation. If the notification fails to be delivered, the mobile gateway will 
try to resend it one minute later. This process will repeat until the 
notification has been delivered or the fall detection service has been 
stopped by the user. 
 
 
4.2.3. Sequence Diagrams 
 
Sequence diagrams depict the action flow between system entities, 
identifying their behavior. The sequence diagrams presented define the 
interaction between (i) the monitored person, the mobile gateway, and the 
sensors for the monitoring services scenario, and (ii) the interaction 
between the AMBRO mobile gateway, the AMBRO cloud, and the IPA of the 
caretaker to illustrate the relationship between the AMBRO mobile gateway 





Figure 24 shows the sequence diagram of the location monitoring 
service. 
 
Fig. 24 - Location monitoring service sequence diagram. 
 
The location monitoring service sequence diagram shows the actions 





other low power sensors embedded on the smartphone) used on the 
location monitoring service when the monitored user starts or stops the 
service.  













On the heart rate monitoring service sequence diagram are described 
the actions performed by the smartphone acting as mobile gateway, and 
the actions performed by the smartwatch when the user starts or stops the 
heart rate monitoring service. 
Figure 26 shows the fall detection service sequence diagram. 
 






On the fall detection service sequence diagram are described the 
actions performed by the AMBRO mobile gateway and the actions 
performed by the Shimmer module when the monitored person starts or 
stops the fall detection service. There is also described what happens when 
a fall is detected. 
Figure 27 shows how the mobile gateway notifies the IPA of the 






Fig. 27 - Sequence diagram when the mobile gateway as to notify the IPA about 
information associated with the monitoring services. 
 
On the diagram presented on Figure 27 are shown the actions that 
happen in the system when the information from the mobile gateway 
reaches the AMBRO cloud. If the received information is alarming, the IPA 






4.3. Structural Diagrams 
 
Structural diagrams give the information about the static structure of 
the system. It represents the classes, objects, interfaces, components and 
nodes of the system. On this chapter is presented the class diagram. 
 
4.3.1. Class Diagrams 
Class diagrams are the most common diagrams used in UML. Class 
diagrams are generally used on the development stage of the system, 
representing the object orientation of the system. Figure 28 shows the 
main class diagram of the mobile application module. It represents the 
classes, methods and objects used on the smartphone Android application 












The smartphone (mobile) module class diagram uses several classes. 
Some of those classes are used to show the graphical interface to the user. 
The class “Login” is the main class and only appears if the user has not yet 
logged in into the system. The other class is the “GatewayDisplay”, which 
controls all the buttons selectable by the user to enable or disable the 
monitoring services. The monitoring services are represented by different 
classes. The location monitoring service uses the “LocationScan” and the 
“ActivityDetection” classes. The fall detection service uses the 
“FallDetection” class. The heart rate monitoring service uses three classes: 
the “ActivityDetection” class to check the user activity, the 
“HeartRateListener” class to receive the information coming from the 
smartwatch, and the “SendHeartRate” class to send that information to the 
AMBRO cloud. The “GCMBroadcastReceiver” and the “GCMIntentService” 
classes are used to listen for push notifications coming from the server in 
order to start or stop the monitoring services. Those two classes are 
necessary to let the caretaker remotely control the services of the mobile 
gateway. 
There are classes used on the smartphone (mobile) module 
responsible to assure the security of the communication. The class diagram 






Fig. 29 – Class diagram of the security classes of the mobile application module. 
  
The “AES” class is used to handle the data encryption, such as 
passwords. The other three classes are used to authenticate data sent to 





“AuthRequest”, “AuthJSONRequest” and “AuthJSONObjectRequest” 
classes. 
There is also a class diagram for the wearable module of the 
application. It represents the classes used to develop the AMBRO mobile 
gateway application for the smartwatch. Figure 30 shows the wearable 
module class diagram. 
 
Fig. 30 - Class diagram of the wearable application module. 
 
The class diagram of the wearable module of the AMBRO mobile 
gateway application has three classes. The “Gateway” class is used to 





class has the purpose of listening to the information coming from the 
optical heart rate sensor, being also responsible to send that information to 
the AMBRO mobile gateway. The “HRServiceListener” is a class that 
extends a service that is always listening for possible messages coming from 
the mobile gateway. Those messages are used to enable or disable the 




This chapter presented the requirement analysis for the AMBRO 
mobile gateway application. On Section 4.1 were presented the essential 
requirements of the system. Section 4.2 introduced the behavioural 
diagrams, particularly the activity, use case, and sequence diagrams. 
Section 4.3 presented the structural diagrams, with the class diagrams for 
the smartphone and smart watch modules of the application being 














5. Devices and Technologies 
Used on the Prototype 
 
The AMBRO mobile gateway application is used on a mobile health 
monitoring scenario including a set of sensors are responsible for 
monitoring a person in real time. This chapter presents the devices used for 
developing the AMBRO mobile gateway application. It is described the 
importance of each device for the system, including the technologies used 
by them.  
 
5.1. Android Smartphone 
 
This section will describe the Android smartphone used on this 
project. It will be explained its operation while performing the mobile 
gateway role, and while its operation as a tracking system. It is also 
described the Android OS and its main components. 
 
5.1.1. Mobile Gateway 
The number of persons owning a smartphone has increased in the last 
few years. Smartphones can be seen as the combination of several gadgets 
and electronic consumer devices on a single handheld device carried by 
people everywhere.  




Within mobile communication scenarios, as the ones composed by 
mobile sensors, it can be necessary to use a mobile gateway to forward the 
traffic generated by mobile sensors to the Internet. It is the case of 
ubiquitous communication scenarios, where IoT communication 
environments can be referred. Therefore, smartphones appear as one of 
the best possibilities to perform the mobile gateway role, since they are 
devices used on a daily basis, affordable, powered by batteries, capable to 
communicate with other devices through Bluetooth or BLE (on some cases), 
and capable to access the Internet through Wi-Fi, GPRS, 3G or LTE 
networks (on most cases). 
To this project, it was chosen the Samsung Galaxy Express 2, equipped 
with the Android OS 4.4.2, CPU dual-core 1.7 GHz, internal memory up to 8 
GB , 1.5 GB RAM, BLE connectivity, and Wi-Fi, 2G, 3G, 4G and LTE wireless 
network connectivity. This smartphone fulfilled all the requirements 
identified as necessary to play the AMBRO mobile gateway role on the 
AMBRO project. Also, the Android OS version of the Samsung Galaxy Express 
2 is higher than the minimum version required to pair an Android 
smartphone with an Android Wear smartwatch, allowing the communication 
between the two devices (necessary for the heart rate monitoring service). 
 
5.1.2. Tracking System 
Smartphones are nowadays equipped with a great number of sensors 
that can detect movements, environmental conditions, and physical 
positions. The combination of all the sensors embedded on smartphones 
and the different location providers available, such as GPS, network and 
cell tower providers, can enable the creation of intelligent tracking 
systems. Intelligent tracking systems are used to accurately give the 
current position of the smartphone, and therefore, the current position of 
its owner. 
On the AMBRO mobile gateway application, the location monitoring 
service used to track the position of the person being monitored was 




developed using the GPS system and other low power embedded sensors of 
the mobile gateway smartphone. It was taken advantage of the user 
necessity to always carry the smartphone to make the system fully 
functional. By using its GPS system, the smartphone assumed a double role 
on the project: one part as a gateway of the system, serving only as a 
communication channel between the sensors used on the monitoring 
services and the AMBRO system; and other part as a smart object, that 
tracked simultaneously the position and the activity performed by the 
monitored person.  
 
5.2. Android Smartwatch 
 
The wearable technology is a booming trend nowadays. It is composed 
by a great diversity of devices, such as bracelets, caps, watches, shirts, and 
glasses, among other devices. Many of those wearable devices can measure 
physical condition indicators of their users, such as the heart rate or skin 
temperature. Those indicators can be important for fitness or healthcare 
applications. Because of their size and portability, wearable devices can be 
thought as full time monitoring devices. 
The heart rate monitoring service available on the AMBRO mobile 
gateway application was designed taking into account the use of a device 
able to measure the heart rate of the user while being as less 
uncomfortable and intrusive as possible at the same time. Thus, a 
smartwatch was chosen, since watches are devices used by a lot of people 
on their quotidian. Besides, a smartwatch can measure the heart rate of 
the user while he is using it for other purposes. An Android Wear 
smartwatch was chosen because the Android Wear OS is open source. Also, 
the development of applications for the Android Wear Os is a process very 
similar to the process involved on the deployment of applications for the 
Android OS.  




The smartwatch used on this project was the Moto 360, equipped with 
the Android Wear OS (version 5.0.2), a Texas Instruments OMAP 3 
processor, 4 GB of internal memory and 512 MB RAM.  It has BLE 
connectivity, and two embedded sensors: an optical heart rate sensor and a 
pedometer. Figure 31 shows a real image of a Moto 360 smartwatch.  
 
 
Fig. 31 - Moto 360 smartwatch front (left) and Moto 360 smartwatch back with optical 
heart rate sensor enabled (right). 
 
 
5.3. SHIMMER Sensing Platform 
 
Shimmer is a wearable sensor platform developed by Intel in 2006, 
and used by researchers to develop prototype research applications. It 
includes wireless sensors for different scopes, such as kinematic 
(accelerometer, gyroscope), biophysical (electrocardiograph, galvanic skin 
response) and ambient sensing (temperature, light). It is an open source 
platform, flexible and highly configurable that allows the use of different 
radio communication technologies, as Bluetooth and the IEEE 802.15.4.  
To develop the fall detection service available on the AMBRO mobile 
gateway application it was necessary to choose a sensor module capable of 
detecting falls. By using the Shimmer Sensing Platform it was possible to 
combine an accelerometer and a gyroscope on a unique sensor module. The 




attachment of the sensor module to the user made possible the 
measurement of the acceleration and the angular velocity of the user in 
real time, and checking if he/she was falling or not.  
The Shimmer Sensor Platform allows the development of wireless and 
low power applications using a Texas Instruments MSP430 microcontroller 
unit. The built-in CC2420 radio transceiver allows Shimmer modules to 
communicate over 802.15.4 radio. Shimmer devices communicate over 
Bluetooth (class 2) with other devices. Thus, on the AMBRO mobile gateway 
application, the Shimmer module communicates with the mobile gateway 
over a Bluetooth connection. 
Shimmer also allows the connection of external expansion daughter 
boards to connect the kinematic, biophysical and ambient sensors to the 
main board. It is also possible to store data on a microSD card up to 2GB. 
The firmware used on the Shimmer platform runs on TinyOS, which is a 
lightweight operating system, event oriented, generally used on WSN 
nodes. The development of Android applications with Shimmer devices is 
eased by the use of an Android API provided by the Shimmer itself.  
The Shimmer kit used for this project was the Shimmer2R equipment, 
which included Shimmer modules with embedded 3-axis accelerometers 
and gyroscopes, and expansion boards to connect 3-lead electrocardiogram 
(ECG), electromyography (EMG) and galvanic skin response (GSR) sensors. 
The kit also included a Span USB 802.15.4 Radio Adapter to connect to USB 
ports on the PC and a USB-reader dock programmer/charger to program 
and charge Shimmer modules available on the kit. Figure 32 shows an 
example of a Shimmer device. 
 





Fig. 32  - Example of two Shimmer modules: without any expansion board (left) and 
with a GSR expansion board connected (right). 
 
5.4. Used Technologies 
 
On the conception of the AMBRO mobile gateway application was used 
a smartphone, as it is a device able to communicate with other devices on 
high mobility scenarios. Then, it was necessary to aim at a specific mobile 
operating system. The Android operating system (OS) was chosen, as it is 
open source and widely adopted by the software development community. 
However, other mobile operating systems such as the iPhone Operating 
System (iOS) and the Windows Phone could be adopted through the use of 
the necessary programming languages for those both cases. Although, the 
same methodologies and mechanisms used on the AMBRO mobile gateway 
application for the Android OS could be used with other mobile operating 
systems. 
The Java programming language was used to develop the AMBRO 
mobile gateway application for the Android OS. The Android Studio IDE 
[101] was the tool chosen to build the application, providing a software 
development kit with pre configured libraries, emulators and debugger 
tools. The Android Studio IDE can be used to develop a single project with 
different types of modules, allowing the automatic synchronization 
between smartphone and wearable devices applications belonging to the 
same application package. It was helpful for this project as it allowed the 
development of the main mobile gateway application for an Android 
smartphone, and a secondary application for an Android Wear smart watch. 





5.4.1. Android OS 
The Android OS is used in mobile devices based on Linux and 
developed by the Open Handset Alliance, led by Google among other 
enterprises. Although been founded in 2003, the first Android OS device 
commercially available only appeared in 2008, with the announcement of 
the G1 HTC Dream, a T-Mobile’s smartphone. Billions of devices equipped 
with the Android OS have been released and sold in the market until the 
year of 2015, making it the most used mobile operating system. Despite 
being mostly used on smartphones, the Android OS can also be used on 
other electronic devices, as computer tablets, digital cameras, home 
appliances, glasses, wristwatches, and even cars and TVs with specialized 
interfaces. 
The Android OS architecture is organized on a software stack 
composed by five different sections and four main layers. Each layer of the 
stack is completely integrated with other layers, and providing an optimal 
environment for the development of Android applications. Figure 33 
illustrates the Android OS architecture. 





Fig. 33 - Android OS architecture. 
 
The bottom layer of the architecture is the “Linux Kernel” layer. It is 
based on Linux and provides a level of abstraction between hardware 
devices and other layers of the Android architecture positioned at higher 
positions. The “Libraries” layer is composed by all the libraries necessary 
to develop Android applications, such as the libraries to build user 
interfaces, draw graphics and access databases. There is another section on 
the “Libraries” layer, denominated “Android Runtime”, which is comprised 
by three modules: (i) the Java core libraries, which support tasks such as 
string handling, file manipulation or networking, (ii) the Dalvik Virtual 
Machine (DVM), used as a Java Virtual machine specialized for Android 
applications, and the (iii) Android Runtime (ART), also used as a virtual 
machine for Android environments, which began to be used on Android 
devices since the version 4.4 of the operating system. The “Application 
Framework” layer provides a set of services that allow Android applications 




to be run and managed. The “Applications” layer is the higher layer of the 
software stack of the Android OS, comprising the core Android applications 
and other third party applications, allowing the installation of new 
applications on Android devices. 
Android applications are composed by one or more type of 
components. Those components can be activated individually or through 
other applications. There are four main components on an Android 
application: (i) activities, (ii) services, (iii) broadcast receivers, and (iv) 
content providers. Only content providers are not used on the AMBRO 
mobile gateway application. 
Activities represent the display of an application with a graphical user 
interface. An Android application can have none or multiple activities, 
depending on the number of different activity screens supposed to exist. 
Despite the option to have more than one activity, an Android application 
can only present a single activity at a single moment. The activity lifecycle 
management is executed through the implementation of callback methods. 
An activity is active if it is running on the foreground. An activity is paused 
when it is visible but loses focus to another process. When an activity is no 
longer visible, it is stopped; and when it is released from the system 
memory it is destroyed. On the AMBRO mobile gateway application there 
are two different activities. The first activity is responsible for the login 
process. If the login is successful, the main activity of the application is 
shown up, and the login activity is destroyed. The main activity allows the 
user to start all the services available on the AMBRO mobile gateway 
application. If the user logs out of the application, the main activity is 
killed and the login activity is started again. 
Services are the Android components usually used when it is necessary 
to execute processes on the background. Typically, services do not interact 
directly with a user interface. There are used services running in the 
background to monitor the user of the AMBRO mobile gateway application. 
Those services are able to detect the activity that the user performs, his 
location, his heart rate and potential falls. All those services can be started 




on the activity responsible for displaying the main screen. Depending on 
the indicators that the user wants to monitor, the services can all run 
simultaneously, or one at a time. 
Broadcast receivers are Android components that listen and receive 
system application notifications. Every receptor registered to a certain 
event is notified as soon as the event happens. On the AMBRO mobile 
gateway application there are broadcast receivers listening to some system 
events, as the ones used to change the aspect of the user interface every 
time a service is turned on or turned off, and others used to listen to 
messages coming from the AMBRO back office with the intuition of enable 
or disable the monitoring services remotely. 
 
5.4.2. Android Wear OS 
In 2014 Google announced a version of the Android OS for wearable 
devices, such as smart watches. The Android Wear is based on the Google 
Now service, being defined as an extension of the Google Search tool, by 
using a natural language processing interface to respond to questions made 
by the user, and by making recommendations using various Web services, as 
weather and location services. 
Smart watches running the Android Wear operating system are 
essentially used to show notifications generated on a smartphone. Firstly, 
the smartphone (that has to run at least the version 4.3 of the Android OS) 
is paired with the smart watch via a BLE connection. Then, notifications 
generated on the smartphone can be shown on the smart watch. Those 
notifications can be accepted or rejected as the user finds appropriate. 
One example is when there are incoming calls. It has to be referred that all 
the possible actions that can be taken are finished on the smartphone.    
On the AMBRO mobile gateway application, the use of a heart rate 
sensor embedded on a smart watch running the Android Wear OS allowed 
the detection of the heart rate of the user in real time. The information 




regarding the heart rate of the user is sent via BLE to the mobile gateway 
in order to be forwarded to the AMBRO cloud.  It was necessary to use the 
Wearable Message API [102] to send data from the smart watch to the 
smartphone. On the smartphone is implemented a wearable listener service 
to receive and extract useful information of the data sent by the smart 
watch. Figure 34 shows a diagram that explains how the smartwatch sends 
data to the smartphone. 
 
Fig. 34 - Illustration of the communication between an Android Wear smart watch and 
an Android smartphone. 
 
One of the main advantages that the Android Wear OS brought to the 
developers was the possibility to develop open source applications for 
wearable devices in a similar way to the development of Android 
smartphone applications. The synchronization between applications 
developed for both smart watches and smartphones can enable the 










 Chapter 5 focused on the devices and technologies used on the 
development of the AMBRO mobile gateway system. Section 5.1 described 
the smartphone used on the project. It is both used as a communication 
channel when used as a mobile gateway, and as a smart object when used 
as a tracking system. Section 5.2 presented the Moto 360 smart watch. On 
Section 5.3 the Shimmer sensor module, used to detect possible falls of its 
user is described. Section 5.4 enumerated the technologies used by the 
devices comprising the AMBRO mobile gateway application, including a 
description of the Android OS and the Android Wear OS. Finally, this section 












6. AMBRO Mobile Gateway 
 
The AMBRO mobile gateway is an Android application aimed to mobile 
health scenarios where a person needs to be always under monitoring. The 
AMBRO mobile has three monitoring services available: the location 
monitoring service, heart rate monitoring service, and fall detection 
service. Those three services can be directly started by the AMBRO mobile 
gateway user, or remotely started by the caretaker on his AMBRO back 
office. A fourth service is available at the AMBRO mobile gateway and it is 
used to discover objects on the surrounding environment.  
This chapter describes the AMBRO mobile gateway application, 
showing its importance to the AMBRO main system, and explaining each one 
of its functionalities. 
 
 
6.1. AMBRO Mobile Gateway Architecture 
This section presents the AMBRO mobile gateway architecture. On 
ubiquitous communication environments, devices can change their position 
constantly. Problems may arise on such scenarios if suitable solutions to 
allow the communication between mobile devices within the network are 
not developed. The mobile gateway on the AMBRO system is used on a 
mobile health scenario, allowing an AMBRO user to remotely monitor a 
person under his care. Figure 35 illustrates the AMBRO mobile gateway 
architecture, which includes four modules: the BSN, the Mobile Gateway, 
the AMBRO cloud, and the IPA of the caretaker. 
 






Fig. 35 - AMBRO mobile gateway system architecture. 
 
The BSN module includes the sensors that monitor the user in real 
time. There are used two devices: (i) one Shimmer module using an 
accelerometer and a gyroscope to detect if the user fell, and (ii) a 
smartwatch with an embedded heart rate sensor to count the user 
heartbeat. Information gathered by both sensors is forwarded to the mobile 
gateway through a Bluetooth connection (the smartwatch uses BLE). The 
mobile gateway module is composed by a smartphone, which must be 
always carried by the monitored person. The smartphone must have the 
AMBRO mobile gateway installed to allow the user to control the monitoring 
services. The location monitoring service uses the smartphone GPS to 
determine in real time, and accurately the position of the monitored 
person. The information provided by the monitoring services is forwarded 
to the AMBRO cloud through RESTful Web services using HTTP. The 
information inside the AMBRO cloud is stored and processed by the multiple 
modules there existent and described on Chapter 3. A notification is 
generated to the IPA of the caretaker through a push notification 
mechanism if some indicator about the monitored person is alarming. 





6.2. Graphical User Interface 
This section presents the AMBRO mobile gateway application graphical 
user interface and its main features. The user needs an AMBRO account to 
use the application. On this particular case, the user can have an IPA and a 
mobile gateway associated to his account. The caretaker has the IPA on his 
possession, while the mobile gateway belongs to the monitored person. 
Figure 36 shows the splash screen of the AMBRO mobile gateway 
application, on which the user has to introduce his AMBRO account 
credentials. 
 
Fig. 36 - AMBRO mobile gateway login screen. 
 
The user introduces its credentials on the associated fields, and hits 
the “Login” button. If the login is successful, the main screen is shown. 
Figure 37 illustrates the AMBRO mobile gateway main screen. 





Fig. 37 - AMBRO mobile gateway main screen. 
 
At the main screen the user can start the monitoring service, the 
discovery of Bluetooth objects on the environment, and logout from the 
application. Information regarding the monitoring services, such as the 
heart beats per minute, GPS coordinates and activity detected, and number 
of falls detected can be visualized on the bottom of the application main 
screen. While the AMBRO mobile gateway application is running, the user 
can press the home button or the back button of its smartphone without 
changing the actual state of the monitoring services. So, if a monitoring 
service is running when the user presses the back button, the service will 
keep running on the background. The application splash screen will be 
displayed again if the user presses the “Logout” button. By implementing 
this mechanism, all services that might be running on the application will 
be stopped.  
The login operation on the AMBRO mobile gateway application is 
transparent to the user. A token is generated when the login is successfully 
made, allowing the communication between the mobile gateway and the 




AMBRO cloud. The token is refreshed periodically until the user logs out 
from the AMBRO mobile gateway application. This mechanism assures the 
continuous monitoring of the person, with data being sent to the cloud 
even on scenarios where the application screen is not shown on the 
smartphone display. 
 
6.3. Location Monitoring Service 
The location monitoring service uses the smartphone GPS to retrieve 
the user position. It also discovers the activity that the user is performing 
by using the low-power embedded sensors on the smartphone. The Google’s 
Activity Recognition API [103] was used to discover the activity, detecting if 
the user was still walking, running, driving a vehicle or riding a bike. Figure 
38 shows the application display when the location monitoring service is 
running. 
 
Fig. 38 - Application display with the location monitoring service running. 
 
It is necessary to have the smartphone GPS enabled when the 
application is started. Also, the system automatically enables the Wi-Fi on 




the smartphone if the user has not enabled it previously. On scenarios 
where the GPS was not enabled, a dialog box appears to the user asking 
him to go to the smartphone options menu to enable the GPS. If the user 
answers positively to that question, he is redirected to the options menu, 
where he can enable the GPS system on the smartphone. When the GPS is 
enabled, the color and text of the location monitoring service button are 
changed to indicate that the service is running. The coordinates and 
activity detected by the low power embedded sensors of the smartphone 
are shown on the bottom of the application display.  
 
6.4. Heart Rate Monitoring Service 
The heart rate monitoring service is used to check the heart rate of 
the AMBRO mobile gateway user. When the service is started, the 
smartphone tries to establish a connection with the smartwatch through 
BLE. Figure 39 shows the application display when the heart rate 
monitoring service is running. 
 
Fig. 39 - Application display when the heart rate monitoring service is running. 
 




When the service is started, the Wi-Fi and the Bluetooth need to be 
enabled to make the service run. If they were not enabled, the system 
automatically enables them.  When the service starts, the color and text on 
the heart rate monitoring service button are changed, and the user heart 
rate is shown on the bottom of the application display. Also, the “Objects” 
button is disabled when the heart rate monitoring service is running, 
preventing the smartphone to send Bluetooth broadcast messages to the 
environment when it already has a Bluetooth connection established with 
the smartwatch. This mechanism avoids the deterioration of the 
communication between the smartphone and the smartwatch. 
 
6.5. Fall Detection Service 
The fall detection service is used to detect if the user fell. When the 
user clicks on the “Start Fall Sensor” button, he has to choose a Shimmer 
device to establish the connection with the smartphone. Both Wi-Fi and 
Bluetooth have to be enabled on the smartphone. If they were not 
previously enabled by the user, the system automatically enables them. 
Figure 40 shows the application display when the user tries to start the 
service. 





Fig. 40 - Application display when the user tries to start the fall detection service. 
 
The smartphone tries to establish a Bluetooth connection with the 
Shimmer device chosen by the user. If the connection is successful, the 
Shimmer device starts the streaming, and the fall detection service button 
changes its appearance, presenting another color and text. When a fall is 
detected, the information is displayed at the bottom of the application 
display. When the service starts, the “Objects” button changes its color to 
black and becomes disabled, preventing the smartphone to send Bluetooth 
broadcast messages to the environment when it already has a Bluetooth 
connection established with the Shimmer device. This mechanism is used to 
avoid the deterioration of the communication between the smartphone and 
the Shimmer device. Figure 41 shows the application display when the Fall 
Detection service is running. 





Fig. 41 - Application display when the fall detection service is running. 
 
 
6.6. Object Search Service 
The object search service is used to discover sensors that 
communicate over Bluetooth, such as the Shimmer devices. The Bluetooth 
has to be enabled on the smartphone when the service is started. 
Otherwise, the system itself enables the Bluetooth on the smartphone 
automatically. 
To discover Bluetooth devices, the mobile gateway has to initially 
send Bluetooth broadcast messages to the environment. When the 
discovery process is completed, a list of Bluetooth devices that answered 
positively to the broadcast message is returned to the user. Later on, the 
user can select one of the discovered devices to pair with the gateway. If 
the device that has been paired with the gateway is a Shimmer sensor, it 
will be eligible to be used on the fall detection service.  
The object search service can only be launched if the heart rate 
monitoring service and the fall detection service are not being executed. 




This mechanism prevents the degradation of the communication between 
the mobile gateway and other Bluetooth devices, since it does not allow 
the communication environment to be burdened by Bluetooth broadcast 
messages. Figure 42 shows the AMBRO mobile gateway display after the 
object search service has been launched. 
 
 
Fig. 42 - Application display when the Object Search service is running. 
 
 
6.7. Monitoring Services Remote Control 
The three monitoring services available on the AMBRO mobile gateway 
application can be remotely enabled and disabled by another user. It is 
useful because it allows the caretaker to have the total control of the 
AMBRO mobile gateway.  Therefore, the caretaker can choose how he 
wants to monitor the person under his care, by enabling and disabling the 
AMBRO mobile gateway services as he deems necessary. 
There are two things necessary to remotely control the AMBRO mobile 
gateway monitoring services: (i) the AMBRO mobile gateway must be 




connected to the Internet, and (ii) the caretaker has to access the AMBRO 
back office management tool.  Then, the caretaker accesses the AMBRO 
back office and chooses the service (or services) to enable or disable. This 
information flows to the server existent on the AMBRO cloud, which then, 
informs the AMBRO mobile gateway about the services the caretaker wants 
to enable or disable. 
The remote control of the AMBRO mobile gateway monitoring services 
uses the Google Cloud Messaging for Android (GCM) [104]. The GCM is a free 
service that allows servers to send data to GCM servers. Then, the GCM 
servers spread the messages by Android client applications there registered 
using a push mechanism. The client applications (the AMBRO mobile 
gateway on this case) do not need to run on the system foreground to 
receive notifications. To receive notifications, the client applications need 
to be registered on the GCM server and have an active listener to catch 
push notifications aimed to them. Figure 43 illustrates the GCM mechanism 
used in the AMBRO mobile gateway application. 
 
 
Fig. 43 - Illustration of the push notifications mechanism on the AMBRO system. 
 
A notification (accompanied with a vibration) is displayed on the 
smartphone screen every time the AMBRO mobile gateway receives a 
request to enable or disable one of the monitoring services. Each service 
generates a different notification. In Figure 44 is depicted an example 
where the AMBRO mobile gateway shows two notifications: the first 




notification indicates that the location monitoring service has been 
remotely enabled, while the second notification indicates the disabling of 
the  location monitoring service by the caretaker. 
 
 
Fig. 44 - Example of a location monitoring service push notifications. 
 
If the GPS was already enabled on the smartphone, the location 
monitoring service starts to gather the information about the location of 
the AMBRO mobile gateway user. If the GPS was not enabled, the AMBRO 
mobile gateway user has to enable it manually. 
In Figure 45 is depicted an example where the AMBRO mobile 
gateway displays two notifications informing the user about the enabling 
and consequent disabling of the heart rate monitoring service by the 
caretaker is depicted. 





Fig. 45 - Example of an heart rate monitoring service push notifications. 
 
On the heart rate monitoring service scenario, the Bluetooth needs 
to be enabled to make the service work. Unlike the GPS system, on Android 
devices, the Bluetooth adapter can be enabled automatically, being this 
situation transparent to the user. 
Figure 46 illustrates an example where two notifications concerning 
the fall detection service are shown on the AMBRO mobile gateway 
application. On the first notification the user is informed that the fall 
detection service was remotely enabled by the caretaker. The second 
notification informs the user that the fall detection service was remotely 
disabled by the caretaker 





Fig. 46 - Example of fall detection service push notifications. 
 
Just as the heart rate monitoring service, the fall detection service 
also needs the smartphone Bluetooth adapter enabled to correctly operate.  
It has to be emphasized that the push notification messages received 
on the smartphone have a field specifying the MAC address of the device 
they want to access. By implementing such mechanism, the mobile gateway 













On this chapter, all the AMBRO mobile gateway application features 
were presented. Section 6.1 presented the AMBRO mobile gateway 
architecture, describing the four modules that constitute the system. The 
main focus on that section was on the BSN and mobile gateway modules, 
which are directly inserted on this project scope. On Section 6.2 was 
presented the graphical user interface of the application, describing some 
features made available on each different screen display. Section 6.3 
described the location monitoring service, showing its graphical user 
interface and its main features. Section 6.4 described the operation of the 
heart rate monitoring system, including the graphical user interface of the 
application when the service is running. Section 6.5 explained the fall 
detection service. On Section 6.6 was presented the object search service, 
which is used to detect Bluetooth objects eligible for the fall detection 
service. In Section 6.7 was explained how the caretaker can enable or 
disable the AMBRO mobile gateway monitoring services by using push 
notifications on the GCM mechanism. On that section, there were also 
shown some screenshots of the application when the push notifications 








7. Performance Evaluation, 
Validation and Result 
Analysis 
This chapter addresses the performance evaluation of the AMBRO 
mobile gateway. The performed experiments were based on three metrics: 
(i) power consumption on the system devices, (ii) accuracy of the results 
returned by the mobile gateway services, and (iii) communication with 
other objects. The power consumption was measured on the smartphone 
and on the smartwatch by varying some parameters regarding the 
monitoring services. By evaluating the accuracy of each monitoring service 
was possible to check if the services were operating as expected. The 
communication between the mobile gateway and other objects is supposed 
to demonstrate the construction of an ubiquitous communication scenarios 
between heterogeneous objects. 
 
7.1. Power Consumption and System Performance 
The power consumed by each device in IoT environments is very 
important to evaluate the system performance on such scenarios. This is 
due to the characteristics presented by IoT devices, such as high mobility, 
limited power supply, and capacity to communicate anytime and anywhere. 
Some strategies need to be applied to comply with all those conditions 
without degrading the system performance. For example, the batteries of 
the objects can last longer if they only communicate when it is strictly 
necessary. Different experiments were conducted on the AMBRO mobile 
gateway application to evaluate the parameters that were changeable to 




make the power consumption of the system optimized. For both the 
location monitoring and heart rate monitoring services different 
experiments were performed by simply varying the rate on which activity 
detection updates were requested. Another parameter which varied for 
each experiment performed on the heart rate monitoring service was the 
periodicity at which the data was sent to the AMBRO cloud. On the fall 
detection service, the reading frequency for the acceleration and for the 
angular velocity on the Shimmer module varied for each scenario where the 
AMBRO mobile gateway was tested. Table III summarizes the first 
experiment scenario for the AMBRO mobile gateway application. 
Table III - AMBRO mobile gateway first experiment scenario. 
 
On the first test scenario, the activity of the user on the location 
monitoring and heart rate monitoring services was checked with a 20 
seconds periodicity. The heart rate of the monitored person was measured 
every second, with that information being sent to the AMBRO cloud every 5 
minutes. The Shimmer module operated on a 20 milliseconds rate to detect 
if the user has fallen. On the location monitoring service, the 
communication with the AMBRO cloud was not performed periodically, 
since location updates are not requested if the user is not in movement. 
The fall detection service only generated notifications when a fall was 




detected. Therefore, the communication with the cloud was only 
performed on those scenarios. On this experiment scenario, the 
smartwatch battery lasted 11 hours and 15 minutes and the smartphone 
battery lasted 19 hours approximately.  
The second experiment scenario is summarized on Table IV. 
Table IV - AMBRO mobile gateway second experiment scenario. 
 
There are some parameters that varied from the first experiment 
scenario to the second experiment scenario. Essentially, the activity 
detection rate on the second experiment scenario was twice when 
compared with the first experiment scenario. The variation of that 
parameter allowed the smartphone battery to be a little spared. On the fall 
detection service, the Shimmer module read the acceleration and the 
angular velocity at a 50 milliseconds rate. The heart rate of the user was 
checked every second, like in the first experiment scenario. Thus, the 
smartwatch battery lifetime on both experiment scenarios was the same. 
On the second experiment scenario the battery of the smartphone lasted 19 
hours and 15 minutes, approximately. 
Table V summarizes the third AMBRO mobile gateway experiment 
scenario. 
 




Table V - AMBRO mobile gateway third experiment scenario. 
 
On the third experiment scenario the activity detection was 
performed every minute. The Shimmer module verified the acceleration 
and the angular velocity every 100 milliseconds. The information regarding 
the heart rate monitoring service was delivered to the cloud every 10 
minutes. Those changes allowed the smartphone battery to last 19 hours 
and 30 minutes. (more 30 minutes than the first experiment scenario, and 
more 15 minutes than the second experiment scenario).   
The variation of the parameters on the third experiment scenario 
allowed the smartphone battery to last more than on the other experiment 
scenarios. Nevertheless, the precision of the system services on that 
scenario was also lower.  In the activity detection case, as the user activity 
was detected less often, it was more likely to user movements were not 
detected. Consequently, the number of location updates decreased, 
resulting on system performance degradation. On the fall detection system, 
as the acceleration and the angular velocity were not checked by the 
Shimmer module so often, the probability for a fall not being detected 
increased. This is due to the time interval on which a fall starts to be 
noticed being as small as possible, since a fall is originated by a sudden 
movement in the order of milliseconds.  




The solution that was chosen to be implemented on the AMBRO mobile 
gateway application was the one described on first experiment scenario. 
This is due to the better commitment between the power consumption of 
the battery of the devices (of both smartwatch and smartphone) and the 
overall performance of the system, that took into account the activity 
detection, location updates, heart rate readings, sampling frequency in the 
Shimmer sensor module, and communication with the AMBRO platform. 
 
7.2. Accuracy of the Services 
The accuracy of the AMBRO mobile gateway services allow us to 
evaluate if the application is conducting his job properly. The location 
monitoring service accuracy can be obtained by evaluating the operating 
mode of the mechanisms used to detect the user activity and the GPS 
coordinates. The activity detection mechanism on the AMBRO mobile 
gateway application was used to detect if the user was quiet in some place 
or if he was in movement at a certain moment. If the user is still, and is 
not using his smartphone for any purpose, the activity detection mechanism 
always detects the user is still. If the user is walking or driving a car, the 
activity detection mechanism detects the user is in movement, and 
requests location updates through the most accurate location provider 
available at the moment (network, power cells or GPS). The accuracy of 
the location update mechanism depends on the location provider used to 
get the GPS coordinates. For example, if the location update mechanism is 
capable to use the GPS provider to retrieve the location coordinates, the 
accuracy ranges from 10 to 30 meters. However, if the location update 
mechanism is only capable to use the power cells to retrieve the location 
coordinates, the accuracy can drop to 2000 meters. 
To test the accuracy of the location monitoring service, there were 
collected 1800 GPS coordinates samples when the user was outdoor and 
another equal sample when the user was indoor. Table VI shows the 




accuracy of the location monitoring service when the user was indoor and 
when the user was outdoor.  
 
Table VI - Location monitoring service accuracy. 
 
GPS coordinates are more accurate in outdoor locations with 91% of 
the gathered samples obtaining an accuracy over 50 meters. In comparison 
with indoor locations, only 15% of the samples obtained an accuracy better 
than 50 meters.  These results were already expected, since at outdoor, 
locations the smartphone is more capable to get the location coordinates 
through the GPS system, while at indoor locations the coordinates are 
usually gathered through the network.  
Regarding the heart rate monitoring service, the returned results are 
dependent on how accurate is the optical heart rate sensor embedded in 
the smartwatch. The accuracy of those types of sensors is good when the 
person who uses it is stopped, and deteriorates when the person is in 
movement. As those sensors sometimes return heartbeat values equal to 
zero (especially when the user is moving), the service cannot be used to 
detect if a person faints or collapses, since it could detect too many false 
positive values. Instead of that, the service evaluates the usual heartbeat 
when the person stops and the usual heartbeat when a person is moving.  
Figure 47 shows a graphic with the percentage of non-zero values when the 
smartwatch was used while the person stopped, and while the person was 
in movement. There were analyzed 18000 samples for each situation. 





Fig. 47 Heart rate monitoring service accuracy. 
 
Analyzing the results shown in Figure 47, while the user was stopped, 
the optical heart rate sensor returned values different than zero around 
87% of the time. When the user was moving the results only shown valid 
values about 76% of the time. This can be related to the displacement of 
the smartwatch in the wrist of the user while he is moving. 
The fall detection service must only detect a fall when a person 
effectively falls. But, sometimes when a person is performing some daily 
life activities, the algorithm used by the accelerometer and the gyroscope 
can fail, and detect false positives. Two scenarios where false positives can 
be originated happen when the user runs or jumps, since the thresholds 
used to detect falls can be sometimes surpassed. The fall detection service 
accuracy was tested by ascertaining how many falls were detected by the 
Shimmer module when the user performed different daily life activities. 
Table VII displays the results of the experiments performed to evaluate the 
accuracy of the fall detection service. 
 










Falls detected when performing 












Still 30 0 100% 
Walk 30 0 100% 
Sit down 30 0 100% 
Stand up 30 0 100% 
Lay down 30 0 100% 
Jump 30 1 96.7% 
Run 30 4 86.7% 
Fall 30 28 93.3% 
 
Through the analysis of the Table VII, it is possible to detect that 
when the user was running or jumping some falls were incorrectly 
detected. It can also be seen that during the experiments, when the person 
was truly falling, there were two times where no fall was detected, giving a 
93.3% of accuracy in the fall detection algorithm.   
 
7.3. Communication with other Objects 
When the object search service is used, the AMBRO mobile gateway 
searches other objects in the boundaries through Bluetooth broadcast 
messages. This is a process that can cause a high battery drain and should if 
performed very often. Despite that, by using sensors from different 
vendors, like the embedded heart rate sensor from the Moto 360 
smartwatch, the Shimmer sensors, and the embedded sensors from the 




smartphone that acts as gateway itself, the AMBRO mobile gateway uses a 
very important concept in IoT environments, the interoperability between 
objects [6][17]. To improve the overall performance of the system 
Bluetooth sesnors could be replaced by BLE sensors, since the BLE allows 
sensors to announce the services they should offer to other objects through 
a client-server model.   
 
7.4. Summary 
This chapter focused on the performance evaluation of the AMBRO 
mobile gateway application. In Section 7.1 were described the experiments 
performed to find a suitable solution for the design of the mobile gateway 
application, taking into account the relationship between the power 
consumption on the system devices and the overall performance of the 
services. Section 7.2 presented the experiments performed to determine 
the accuracy of each monitoring service. For the location monitoring 
service accuracy when the user was indoor and when the user was outdoor 
was analyzed. For the heart rate monitoring service, it was analyzed how 
the optical heart rate sensor embedded on the smartwatch behaved when 
the user was stopped and when the user was moving. If the user heart rate 
was different than zero, the value was considered valid, otherwise it was 
invalid. The accuracy of the fall detection service was evaluated by 
analyzing the service behavior while the user was performing different 
daily life activities. If the user fell, the service must detect it. If the 
service detects a fall when the user did not fell, an error occurred, and the 
service performance is affected. Section 7.3 presented a quick overview on 
the object search service importance for the AMBRO mobile gateway 
application, describing a possible strategy that could improve the service 
itself. Finally, this section summarizes the chapter. 
 
 




8. Conclusions and Future 
Work 
This chapter synthesizes the work presented along this dissertation, 
including the main achievements that result from this work. It also presents 




One objective of this dissertation was the review of the solutions that 
currently exist involving the insertion of IPAs on IoT scenarios. Therefore, a 
detailed study about the IoT technology was presented, including some 
protocols and technologies that can enable the dissemination of the IoT 
over the world. The main characteristics of IPA agents were also presented, 
including the features they need to exhibit to be inserted on ubiquitous 
communication environments.  To complete all the research, there was 
developed a novel mobile gateway solution for a ubiquitous mobile health 
scenario, in which information gathered from a BSN was used by an IPA 
belonging to a caretaker. 
The creation of the Internet introduced new forms of communication. 
Its evolution to create ubiquitous communication scenarios is the idea 
expressed by the IoT. The IoT will allow billions of devices to be connected 
on a common network. Different types of those devices and different 
demands can create some issues that need to be solved. One of those issues 
is related to the creation of a standard protocol to allow all devices to 
communicate among them by using low power mechanisms. Some 
protocols, as the XMPP, MQTT or CoAP are seen as suitable candidates, but 
a unique solution is yet to be created.  




Currently, the human society uses technological gadgets on a regular 
basis. The creation of smartphones boosted this phenomenon. They include 
several features that humans can exploit to fulfill some of their daily life 
requirements. One of those features is the inclusion of personal assistants 
that are able to interact with their owners through voice and input 
commands. These personal assistant agents, or IPAs, are supposed to have 
a knowledge database about many subjects, including their owners’ 
preferences. Thus, they make use of learning machine techniques and 
other AI disciplines. One strategy that can improve the assistance given by 
IPAs to their owners is the inclusion of these devices on IoT scenarios, since 
the number of information sources available is huge and can improve the 
knowledge database of IPAs.  
AMBRO is an IPA platform that can be included on ubiquitous 
communication scenarios. The AMBRO personal assistant is supposed to help 
their owners on many of their daily life tasks, acting automatically on many 
situations. The architecture of the IPA platform defines the existence of 
several user interfaces (mobile devices, computers, smartwatches, Web 
enabled devices) that AMBRO users can use; a cloud infrastructure where 
many of the AMBRO platform processing is done (the generation of 
notifications for the user, storing of data, and creation of learning 
mechanisms for the IPA); and a external environment comprising several 
intelligent objects that AMBRO can interact with. In this last architecture 
layer, gateways to forward the traffic between the objects are needed. 
Static gateways can be used for static environments (smart home, for 
example). Mobile gateways are used for environments where objects are 
constantly moving (mobile health scenarios, for example).  
The mobile gateway inserted on a mobile health scenario was the 
scenario explored for this dissertation. By using a Shimmer sensor module 
to detect falls, an optical heart rate sensor embedded on a smartwatch, 
and a GPS sensor included on a smartphone, a person is supposed to be 
monitored anywhere and anytime. This information is important to the 
AMBRO platform, since the person using the IPA can remotely check the 




location, the heart rate, or the information about possible falls of a person 
under his care at anytime.  
The performance evaluation of the mobile gateway application 
considered important metrics for the IoT applications development. 
Initially, it was evaluated how the features of the application could vary to 
optimize the power consumption on the devices (smartphone and 
smartwatch) without degrading the system performance. It was difficult to 
perform that evaluation, but since the power consumption on the three 
experiment scenarios did not varied abruptly, the chosen solution was the 
one where the monitoring services gathered information more frequently. 
Other metric evaluated was related with the monitoring services accuracy. 
This evaluation was performed by assessing the accuracy of the samples 
gathered for each monitoring service. For the location monitoring service it 
was concluded that the GPS coordinates gathered by the smartphone were 
more accurate on outdoor location, as expected. For the heart rate 
monitoring service the accuracy of the heartbeat values measured by the 
optical heart rate sensor on the smartwatch was higher for scenarios where 
the user was stopped. For the fall detection service, the Shimmer device 
detected falls with high accuracy, with errors manly appearing for 
scenarios where the user was jumping or running. The interoperability 
between heterogeneous objects was also assured by putting heterogeneous 
objects, like the Motorola smartwatch, the Shimmer sensor module, and 
the Samsung smartphone communicating in the same environment. 
By helping to explore more than one scenario, the AMBRO mobile 
gateway helped to prove that the AMBRO personal assistant can be used on 
different types of environments. This is an important point for the 








8.2. Future Work 
To conclude this dissertation, some suggestions for future works are 
considered as follows:  
 Develop the AMBRO mobile gateway application for other mobile 
operating systems, such as iOS; 
 
 Include more objects on the mobile health scenario to gather more 
information about the health status of the monitored person; 
 
 Deploy a scenario where all objects can communicate through BLE. 
By doing this, all objects on the environment can announce the 
services they have to offer, easing the communication between the 
mobile gateway and those same objects; 
 
 Use objects that can communicate through low-power protocols, 
such as the CoAP; 
 
 Develop new mechanisms that assure the communication between 
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